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Preface

Purpose of this document

This document is intended for users of "FUJTSU Software Enterprise Postgres' (hereafter referred to as "FUJITSU
Enterprise Postgres"), and explains how to read the manuals.

Structure of this document
The structure and content of this manual is shown below.
Chapter 1 How to Read the Manuals
This section explains the notational conventionsin FUJTSU Enterprise Postgres manuals.
Chapter 2 Trademarks

This section explains the trademarks.

Export restrictions

Exportation/release of this document may require necessary proceduresin accordance with the regulations of your resident
country and/or US export control laws.

Issue date and version

Edition 1.0: August 2018

Copyright
Copyright 2015-2018 FUJITSU LIMITED
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IChapter 1 How to Read the Manuals

The FUJITSU Enterprise Postgres manual s use certain notational conventions and rules. Pay attention to these conventions

and rules when reading the FUJITSU Enterprise Postgres manuals.

1.1 Intended Products

The manuals apply to the following products:
- FUJITSU Enterprise Postgres Advanced Edition
- FUJITSU Enterprise Postgres Standard Edition

1.2 Abbreviations of Manual Titles

Thefollowingtableslist abbreviationsof thetitlesof manualsfor FUJTSU Enterprise Postgres asthey appear inthemanuals.

Formal manual title

Abbreviation in FUJITSU Enterprise
Postgres manuals

FUJITSU Enterprise Postgres Release Notes

Release Notes

FUJITSU Enterprise Postgres General Description

General Description

FUJITSU Enterprise Postgres I nstallation and Setup Guidefor
Server

Installation and Setup Guide for Server

FUJITSU Enterprise Postgres I nstallation and Setup Guidefor
Client

Installation and Setup Guide for Client

FUJITSU Enterprise Postgres I nstallation and Setup Guidefor
Server Assistant

Installation and Setup Guide for Server
Assistant

FUJITSU Enterprise Postgres Operation Guide

Operation Guide

FUJITSU Enterprise Postgres Security Operation Guide

Security Operation Guide

FUJITSU Enterprise Postgres Cluster Operation Guide
(Database Multiplexing)

Cluster Operation Guide (Database
Multiplexing)

FUJITSU Enterprise Postgres Cluster Operation Guide
(PRIMECLUSTER)

Cluster Operation Guide (PRIMECLUSTER)

FUJITSU Enterprise Postgres Application Development
Guide

Application Development Guide

FUJITSU Enterprise Postgres Reference

Reference

FUJITSU Enterprise Postgres Java APl Reference

Java APl Reference

FUJITSU Enterprise Postgres Npgsgl APl Reference

Npgsgl APl Reference

FUJITSU Enterprise Postgres Glossary

Glossary

FUJITSU Enterprise Postgres M essages

Messages

PostgreSQL 10.3 Documentation

PostgreSQL Documentation

1.3 System of Manuals and How to Use the Manuals

This section describes the system of manuals for FUJTSU Enterprise Postgres.




1.3.1 System of Manuals

FUJITSU Enterprise Postgres manuals
The table below shows the manuals on FUJITSU Enterprise Postgres.

Use/Purpose Manual title Content When to read
Deciding whether to Release Notes Overview of When learning about features
upgrade the product. upgraded featuresand | upgraded from earlier

incompatibility versions and incompatibility
information. information.
Acquiring an overview of | Genera Description of all When learning basic
the product and the basic | Description available functions information and restrictions
information required for associated with each | that system engineers and
work and operation. intended purpose or operators must know to
use, and screenshots | actually operate the product.
of operations.
Installing and setting up Installation and Procedure for When installing and setting
FUJITSU Enterprise Setup Guide for installing and setting | up FUJITSU Enterprise
Postgres correctly to Server up FUJITSU Postgres.
enableits use. Enterprise Postgres.
Installing the FUJITSU Installation and Installing the When installing the
Enterprise Postgres client | Setup Guide for FUJITSU Enterprise | FUJTSU Enterprise
function correctly to Client Postgres client Postgres client function.
enableits use. function.
Installing and setting up Installation and Procedure for When installing and setting
the FUJITSU Enterprise Setup Guide for installing and setting | up the FUJITSU Enterprise
Postgres Server Assistant. | Server Assistant up the FUJITSU Postgres Server Assistant.
Enterprise Postgres
Server Assistant.
Operating and managing | Operation Guide | Description of the When learning how to
FUJITSU Enterprise tasksrequired in operate and manage the
Postgres. FUJITSU Enterprise | databases.
Postgresmanagement
and operation.

Performing security
operation.

Security
Operation Guide

Description of the
tasks required for
security operations.

When using security features
and performing security
operationin FUJTSU
Enterprise Postgres.

Performing switchover

Cluster Operation

Description of the

When using database

(PRIMECLUSTE
R)

perform operations
using
PRIMECLUSTER.

using database Guide (Database | tasksrequired for multiplexing mode to create

multiplexing mode. Multiplexing) database operating environment for
multiplexing switchover and perform it.
operation.

Performing failover using | Cluster Operation | Description of how to | When performing failover

PRIMECLUSTER. Guide set up failover and using PRIMECLUSTER.

Applications using the
interface provided by
FUJITSU Enterprise
Postgres.

Application
Devel opment
Guide

Procedure for
creating an
application using
embedded SQL,
JDBC driver, ODBC

When developing an
application using the
interface provided by
FUJITSU Enterprise
Postgres.




Use/Purpose Manual title Content When to read
driver, and .NET Data
Provider.
Usage of FUJITSU Reference Description of the When learning FUJITSU
Enterprise Postgres FUJITSU Enterprise | Enterprise Postgres
commands. Postgres commands command functions, options,
expanded on from and examples of use.
PostgreSQL.
Learning the syntax of the | Java API Description of the When learning the syntax of
JDBC API. Reference syntax of the JDBC the IDBC API.
API.
Learning the syntax of the | Npgsgl AP Description of the When learning the syntax of
Npgsgl API. Reference syntax of the Npgsgl | the Npgsgl API.
API.
Learning the meaning of | Glossary Description of the When checking the meaning
the terms of FUJTSU terms used in the of termsusedinthe FUJI TSU
Enterprise Postgres. FUJITSU Enterprise | Enterprise Postgres manuals.
Postgres manuals.
Referring to messages Messages Description of each When finding out the specific
from FUJITSU Enterprise message and measures for dealing with
Postgres and taking description of any messages from FUJITSU
measures for them. measuresto betaken | Enterprise Postgres.
forit.

PostgreSQL manual
The table below shows the manual on PostgreSQL -compatible features.

Use/Purpose Manual title Content When to read
Learning about PostgreSQL Official PostgreSQL | When learning how to use
PostgreSQL features. Documentation documentation. PostgreSQL .

Explains all features
officially supported
by the relevant
version of

PostgreSQL.

1.3.2 Documentation Road Map

This section provides a documentation roadmap, broken down by user role.

Database administrator

The database administrator isauser who performs FUJI TSU Enterprise Postgresinstall ation and setup, and who operatesand
monitors the database.

Refer to the manuals in the table below, according to purpose:

Purpose Manual name
Required reading To learn about upgraded Release Notes
features and incompatibility
information




Purpose

Manual name

To read an overview of the
software

General Description

To perform installation and
setup

Installation and Setup Guide
for Server

Toinstall the Server Assistant

Installation and Setup Guide
for Server Assistant

Operation

Operation Guide

Security Operation Guide

Cluster Operation Guide
(Database Multiplexing)

Cluster Operation Guide
(PRIMECLUSTER)

Reference

Reference

Messages

Glossary

Refer to asrequired

To learn about PostgreSQL
features

PostgreSQL Documentation

Application developer

The application developer is a user who defines the database and devel ops applications.

Refer to the manuals in the table below, according to purpose:

Purpose Manual name
Required reading To read an overview of the Genera Description
software
To perform installation and Installation and Setup Guide
setup for Client
To define a database Operation Guide
To develop applications Application Development
Guide
Java APl Reference
Npgsgl APl Reference
Reference Messages
Glossary
Refer to asrequired To learn about PostgreSQL PostgreSQL Documentation
features

1.4 Notational Conventions in the Manuals

Manual titles and product names in the manual are abbreviated.

This section explains the notational conventions for abbreviations and platform-specific information in the manuals.




1.4.1 Platform-specific Information

Even manuals whose title has a platform name contains content common to all the platforms supported by FUJTSU
Enterprise Postgres. In such cases, the platform-specific information is marked as shown below. Refer to only the necessary

information.

Solaris

Indicates content concerning the Oracle Solaris.
Linux

Indicates content concerning Linux.
Windows(R)

Indicates content concerning Windows(R).

1.4.2 Abbreviation of Product Names

Thefollowing tablelists abbreviations of the names of productsrelated to FUJI TSU Enterprise Postgresasthey appear inthe

manuals.
Formal name Abbreviation
Oracle Solaris 10 and Solaris
Oracle Solaris 11
Red Hat(R) Enterprise Linux(R) 6 (for Intel64), Linux

Red Hat(R) Enterprise Linux(R) 6 (for x86),
Red Hat(R) Enterprise Linux(R) 7 and
SUSE Linux Enterprise Server 12

Red Hat(R) Enterprise Linux(R) 6 (for Intel64)

RHEL6(Intel64)

Windows(R) 7 Professional,
Windows(R) 7 Enterprise and
Windows(R) 7 Ultimate

Red Hat(R) Enterprise Linux(R) 6 (for x86) RHEL 6(x86)
Red Hat(R) Enterprise Linux(R) 6 (for Intel64) and RHEL6

Red Hat(R) Enterprise Linux(R) 6 (for x86)

Red Hat(R) Enterprise Linux(R) 7 RHEL7

SUSE Linux Enterprise Server 12 SLES 12
Windows(R) 7 Home Premium, Windows(R) 7

Windows(R) 8.1,
Windows(R) 8.1 Pro and
Windows(R) 8.1 Enterprise

Windows(R) 8.1

Windows(R) 10 Home,
Windows(R) 10 Education,
Windows(R) 10 Pro and
Windows(R) 10 Enterprise

Windows(R) 10

Microsoft(R) Windows Server(R) 2008 Datacenter,

Microsoft(R) Windows Server(R) 2008 Enterprise,

Microsoft(R) Windows Server(R) 2008 Standard,

Microsoft(R) Windows(R) Web Server 2008,

Microsoft(R) Windows Server(R) 2008 Datacenter without Hyper-V,
Microsoft(R) Windows Server(R) 2008 Enterprise without Hyper-V and
Microsoft(R) Windows Server(R) 2008 Standard without Hyper-V

Windows Server(R) 2008




Formal name

Abbreviation

Microsoft(R) Windows Server(R) 2008 Datacenter,

Microsoft(R) Windows Server(R) 2008 Enterprise,

Microsoft(R) Windows Server(R) 2008 Standard,

Microsoft(R) Windows(R) Web Server 2008,

Microsoft(R) Windows Server(R) 2008 Datacenter without Hyper-V,
Microsoft(R) Windows Server(R) 2008 Enterprise without Hyper-V and
Microsoft(R) Windows Server(R) 2008 Standard without Hyper-V

Windows Server(R) 2008 for
x64

Microsoft(R) Windows Server(R) 2008 R2 Datacenter,
Microsoft(R) Windows Server(R) 2008 R2 Enterprise,
Microsoft(R) Windows Server(R) 2008 R2 Standard,
Microsoft(R) Windows Server(R) 2008 R2 Foundation and
Microsoft(R) Windows(R) Web Server 2008 R2

Windows Server(R) 2008 R2

Microsoft(R) Windows Server(R) 2012 Datacenter,
Microsoft(R) Windows Server(R) 2012 Standard,
Microsoft(R) Windows Server(R) 2012 Essentials and
Microsoft(R) Windows Server(R) 2012 Foundation

Windows Server(R) 2012

Microsoft(R) Windows Server(R) 2012 R2 Datacenter,
Microsoft(R) Windows Server(R) 2012 R2 Standard,
Microsoft(R) Windows Server(R) 2012 R2 Essentials and
Microsoft(R) Windows Server(R) 2012 R2 Foundation

Windows Server(R) 2012 R2

Microsoft(R) Windows Server(R) 2016 Datacenter, Windows Server(R) 2016
Microsoft(R) Windows Server(R) 2016 Standard and

Microsoft(R) Windows Server(R) 2016 Essentials

Windows(R) 7 Home Premium, Windows(R)

Windows(R) 7 Professional,

Windows(R) 7 Enterprise,

Windows(R) 7 Ultimate,

Windows(R) 8.1,

Windows(R) 8.1 Pro,

Windows(R) 8.1 Enterprise,

Windows(R) 10 Home,

Windows(R) 10 Education,

Windows(R) 10 Pro,

Windows(R) 10 Enterprise,

Microsoft(R) Windows Server(R) 2008 Datacenter,

Microsoft(R) Windows Server(R) 2008 Enterprise,

Microsoft(R) Windows Server(R) 2008 Standard,

Microsoft(R) Windows(R) Web Server 2008,

Microsoft(R) Windows Server(R) 2008 Datacenter without Hyper-V,
Microsoft(R) Windows Server(R) 2008 Enterprise without Hyper-V,
Microsoft(R) Windows Server(R) 2008 Standard without Hyper-V,
Microsoft(R) Windows Server(R) 2008 R2 Datacenter,
Microsoft(R) Windows Server(R) 2008 R2 Enterprise,
Microsoft(R) Windows Server(R) 2008 R2 Standard,

Microsoft(R) Windows Server(R) 2008 R2 Foundation,
Microsoft(R) Windows(R) Web Server 2008 R2,

Microsoft(R) Windows Server(R) 2012 Datacenter,

Microsoft(R) Windows Server(R) 2012 Standard,

Microsoft(R) Windows Server(R) 2012 Essentials,

Microsoft(R) Windows Server(R) 2012 Foundation,

Microsoft(R) Windows Server(R) 2012 R2 Datacenter,
Microsoft(R) Windows Server(R) 2012 R2 Standard,

Microsoft(R) Windows Server(R) 2012 R2 Essentials,
Microsoft(R) Windows Server(R) 2012 R2 Foundation,




Formal name Abbreviation
Microsoft(R) Windows Server(R) 2016 Datacenter,
Microsoft(R) Windows Server(R) 2016 Standard and
Microsoft(R) Windows Server(R) 2016 Essentials

Microsoft(R) Internet Explorer 9.0, Internet Explorer
Internet Explorer(R) 10.0 and
Internet Explorer(R) 11.0

Microsoft(R) Edge Edge
Java Naming and Directory Interface JINDI
Java(TM) 2 SDK, Standard Edition, JDK

Java(TM) 2 Platform, Enterprise Edition,
Java(TM) Platform, Standard Edition and
Java(TM) Devel opment Kit

Java(TM) 2 Runtime Environment, Standard Edition and JRE
Java(TM) Runtime Environment

Microsoft(R) Visua Basic(R) for Applications VBA

Microsoft(R) Visual Basic Visual Basic

Microsoft(R) Visual Basic. NET Visual Basic.NET

Microsoft(R) Visua Studio Visual Studio

Microsoft(R) Visua Studio.NET Visua Studio.NET

Microsoft .NET Framework .NET Framework or.NET

Interstage Application Server Enterprise Edition, Interstage Application Server

Interstage Application Server Standard-J Edition and

Interstage Web Server

FUJITSU Enterprise Postgres Advanced Edition (64bit) AE or FUJITSU Enterprise
Postgres Advanced Edition

FUJITSU Enterprise Postgres Standard Edition (64bit) SE or FUJITSU Enterprise
Postgres Standard Edition

Remarks: The symbols (R) and (TM) may be omitted in this manual.

1.4.3 FUJITSU Enterprise Postgres Conventions

The naming conventionsfor the FUJITSU Enterprise Postgres product names and functions used in the FUJITSU Enterprise
Postgres manuals are shown below.

1.4.3.1 Server

The names used in the manuals in explanations regarding FUJITSU Enterprise Postgres functions are shown below.

Product name Name used in manuals

FUJITSU Enterprise Postgres Advanced Edition (64bit) 64-bit product
and
FUJITSU Enterprise Postgres Standard Edition (64bit)

1.4.3.2 Client

The names used in the manuals in explanations regarding FUJITSU Enterprise Postgres client functions are shown below.



Product name Name used in manuals

FUJITSU Enterprise Postgres Client (64bit) 64-bit product

FUJITSU Enterprise Postgres Client (32bit) 32-bit product

1.4.4 Abbreviations for Specific Terms

The following abbreviations are used in descriptions concerning Linux and Solaris:
- "UNIX system" is an abbreviation for FUJITSU Enterprise Postgres running under Linux or Solaris.
- "UNIX system files" is an abbreviation for files handled under Linux or Solaris.

- "UNIX system" is an abbreviation for a system configured for Linux or Solaris.

1.4.5 Symbol Convention

The symbols shown below are used in the manuals.

Symbol Meaning

[] These symbols indicate characters displayed in awindow or
dialog box or keyboard keys.

Examples: [Setting] dial ogue box, [File] menu, [Item name],
[OK] button, [Enter] key.

1.5 Notes about Manuals

This section contains notes about the FUJITSU Enterprise Postgres operating environments and manuals.

- Imagesin figures

The FUJITSU Enterprise Postgres manuals contain figures showing printouts for FUJITSU Enterprise Postgres to
provide the reader an idea of what the printouts look like, but since the figures are only examples, they are incomplete.

- Explanatory examples

Most of the examples of databases in the FUJTSU Enterprise Postgres manuals are modeled after inventory control
databases of retail stores. The design and contents of the databasesin the examples arefictitious and do not represent any
real database.

- UNIX release version number

This system conformsto UNIX System V Rel4.2MP.



IChapter 2 Trademarks

Internet Information Services, Microsoft, MS, MS-DOS, Windows, Windows Server, Visual Basic, Visual Studio and
Microsoft .NET Framework are registered trademarks or trademarks of Microsoft Corporation in the U.S. and/or other
countries.

Oracle and Javaareregistered trademarks of Oracle Corporation and its subsidiariesand affiliated companiesinthe U.S.
and other countries. Product and company names mentioned in this manual are the trademarks or registered trademarks
of their respective owners.

Linux is aregistered trademark or trademark of Mr. Linus Torvaldsin the U.S. and other countries.

Red Hat, RPM, and all Red Hat-based trademarks and |ogos are registered trademarks or trademarks of Red Hat, Inc. in
the U.S. and other countries.

SUSE and the SUSE logo are registered trademarks of SUSE LLC in the United States and other countries.
UNIX isaregistered trademark of Open Group in the U.S. and other countries.

Interstage, Systemwalker, PRIMECLUSTER, and FUJITSU Software Enterprise Postgres are trademarks or registered
trademarks of Fujitsu Limited.

Other product and company names mentioned in thismanual are the trademarks or registered trademarks of their respective
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Purpose of this document

This document explains FUJITSU Enterprise Postgres terminology.
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Glossary

Arbitration command

A user exit (user command) called when an abnormality is detected using operating system/server heartbeat monitoring in database
multiplexing mode.

Arbitration server

A server that objectively determines the status of database servers as a third party, and if necessary, performs fencing, if the database
servers are unable to accurately ascertain the mutual statuses in database multiplexing mode, such as due to a network error or server
instability between database servers.

Archive log

Contains the history of updates made to the database, and is used during recovery.

Backup data storage destination

The directory that stores the backup data.

Client command

A command that is executed from the client machine and used. Also known as a client application.

Data storage destination

The directory that stores the database clusters.

Database cluster

The database storage area on the database storage disk. Database clusters are a collection of databases managed by an instance.

Data masking

A feature that can change the returned data for queries generated by applications, to prevent exposing actual data.

Database multiplexing

Mechanism in which a database is made redundant on multiple servers, by transferring transaction logs (WAL ) via the network to enable
application jobs to be continued.

Database superuser

A user defined in the database with access privileges for all database objects.

Encoding

Indicates the character set.

Fencing

A process that isolates a database server with an unstable status from the cluster system in database multiplexing mode. This process
is implemented as a fencing command.

Fencing command

A user exit (user command) that implements fencing in database multiplexing mode.

Instance

A series of server processes for managing database clusters.



Instance administrator

The OS user account that owns the database cluster files and operates the database server processes.

Instance name

Indicates the instance name.

Masking policy

A method of changing data under specific conditions when it is returned for a query from an application. You can configure masking
target, masking type, masking condition and masking format.

Mirrored transaction log

The log that mirrors the transaction log at the backup data storage destination.

Mirroring Controller arbitration process

A process that performs arbitration and fencing on the arbitration server.

Mirroring Controller monitoring process

A process that performs heartbeat monitoring of the Mirroring Controller process. If the Mirroring Controller process returns no
response or is down, the Mirroring Controller monitoring process is restarted automatically.

Mirroring Controller process

A process that performs operating system/server and process heartbeat monitoring and disk abnormality monitoring between database
servers. Additionally, the process issues arbitration requests to the arbitration server and executes arbitration commands.

Primary server

The server that processes the main database jobs during multiplexed database operation.

Server command

A command used on the database server. Also known as a server application.

Standby server

A server that generates a replicated database synchronized with the primary server, and that can run as an alternative server in case the
primary server fails during multiplexed database operation.

State transition command

A user exit (user command) called when Mirroring Controller performs a state transition of a database server in database multiplexing
mode. State transition commands include the post-promote command, pre-detach command, and post-attach command.

Transaction log
Contains the history of updates made to the database by transactions. Also known as the WAL (Write-Ahead Log).

Transaction log storage destination

The directory that stores the transaction log.

VCI (Vertical Clustered Index)

An index with columnar data structure suitable for aggregation.

WAL (Write-Ahead Log)

Has the same meaning as 'transaction log'.
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Preface

Purpose of this document
This document explains the FUJITSU Enterprise Postgres concepts to those who are to operate databases using it.

This document explains the features of FUJITSU Enterprise Postgres.

Intended readers
This document is intended for people who are:

- Considering installing FUJITSU Enterprise Postgres

Using FUJITSU Enterprise Postgres for the first time

Wanting to learn about the concept of FUJITSU Enterprise Postgres
- Wanting to see a functional overview of FUJITSU Enterprise Postgres

Readers of this document are also assumed to have general knowledge of:

Computers
- Jobs

Oracle Solaris

- Linux

Windows(R)

Structure of this document
This document is structured as follows:
Chapter 1 FUJITSU Enterprise Postgres Basics
Explains the features of FUJITSU Enterprise Postgres.
Appendix A List of Features
Explains the lists of the main features provided by FUJITSU Enterprise Postgres.
Appendix B OSS Supported by FUJITSU Enterprise Postgres
Explains the OSS supported by FUJITSU Enterprise Postgres.

Export restrictions

Exportation/release of this document may require necessary procedures in accordance with the regulations of your resident
country and/or US export control laws.

Issue date and version

Edition 1.0: August 2018

Copyright
Copyright 2015-2018 FUJITSU LIMITED



Contents

Chapter 1 FUJITSU ENErpriSe POSIGrES BaSICS. ....ciiuuiiiieeiiiiiiieee ettt e ettt e e e ettt e e e e stbe e e e e e aantaeteaeeaasnteeeaeeeasbneeaaeaanneneeaans 1
1.1 FIEXIDIE DAtADASE RECOVETY.....c.eiitiiiiiriiteteiiteteit sttt etttk bbbt h e b bt e bbb bt h e E bt e e bt bkt bbbttt e bt 2
1.2 Simple GUI-Based Installation and Operation ManagEMENT...........c.oiiireiereieeereeeie ettt e et esbe e e nesbe e eneseenesaeeas 4
1.3 High Reliability with Database MUITIPIEXING. ......c.oiiiiiie bbb b bbbt bbbt bt st nn s nean 4
1.4 High Reliability Using Failover Integrated with the CIUSTEr SOFEWAIE...........ccvieiiiiiiiiciie e 6
1.5 Seamless Migration from Oracle DAtADASES. ..........cueiririiiiiieietee bbbt b ettt 7
1.6 Linkage with Integrated Development ENVIrONMeNt............ccoccveiiieieineninc e SRS 7
1.7 Storage Data Protection Using Transparent Data Encryption...

1.8 Data Masking for Improved Security...........c.c.c......

1.9 Security Enhancement Using Audit Logs

1.10 Enhanced QUETY PIAN STADTIITY........c.iiiiiieiiie etttk e etk b e et b bbbt b et bt e e b e b e

1.11 Increased Aggregation Performance Using the IN-MemOory FEATUIE............cceiviirieiiiiiiceiee et 10

1.12 High-SPEEA DA LOA. .. ...cveveriiteiiiieet etttk b bbbt e bbbt b bbbt 12
P Y o] o T=T gL N QAN I S o) =T Vi U= TS PRPTP 14
Appendix B OSS Supported by FUJITSU ENErpriSe POSIGIES. ......uuiiiiiieiiiieeiiiee sttt e e e e 15
1o 1= RO ETU PP 17



|Chapter 1 FUJITSU Enterprise Postgres Basics

FUJITSU Enterprise Postgres maintains the operating methods, interfaces for application development and SQL
compatibility of PostgreSQL, while providing expanded features for enhanced reliability and operability.

This chapter explains the functionality extended by FUJITSU Enterprise Postgres.

Refer to "Appendix A List of Features™ for feature differences between editions.

Additionally, FUJITSU Enterprise Postgres supports various open source software (OSS). Refer to "Appendix B OSS
Supported by FUJITSU Enterprise Postgres" for information on OSS supported by FUJITSU Enterprise Postgres.

FUJITSU Enterprise Postgres has the following features:

Flexible database recovery

Not only does FUJITSU Enterprise Postgres recover data to its most recent form when a failure occurs, which is essential
for databases, but it can also recover to any point in time. Additionally, backup/recovery can be performed using any copy
technology.

Simple GUI-based installation and operation management
FUJITSU Enterprise Postgres uses GUI to simplify cumbersome database operations, and allows databases to be used
intuitively.

High reliability by using database multiplexing
Database multiplexing protects important data and enables highly reliable database operation.

High reliability by using the failover feature integrated with the cluster software
FUJITSU Enterprise Postgres links with PRIMECLUSTER, thereby allowing highly reliable systems to be achieved by
using failover.

Seamless migration from Oracle databases
FUJITSU Enterprise Postgres provides a compatibility feature with Oracle databases that localizes the correction of
existing applications and allows easy migration to FUJITSU Enterprise Postgres.

Linkage with integrated development environment
FUJITSU Enterprise Postgres links with Visual Studio, thereby allowing a standard framework to be used to create
applications.

Storage Data Protection using Transparent Data Encryption
Information can be protected from data theft by encrypting data to be stored in the database.

Data masking for improved security
The data masking feature changes the returned data for queries from applications, to prevent exposing actual data. This
improves security for handling confidential data such as personal information.

Audit logs for improved security
Audit logs can be used to counter security threats such as unauthorized access and misuse of privileges for the database.



- Enhanced query plan stability
The following features can control SQL statement query plans:

- Optimizer hints
- Locked statistics

These features are used for curbing performance deterioration caused by changes in SQL statement query plans, such as
with mission-critical jobs that emphasize performance stability over improved SQL statement processing performance.

- Increased aggregation performance using the in-memory feature
The following features help speed up scans even when aggregating many rows.

- Vertical Clustered Index (VCI)

- In-memory data

- High-speed data load
Data from files can be loaded at high speed into FUJITSU Enterprise Postgres tables using the high-speed data load
feature.

1.1 Flexible Database Recovery

Threats such as data corruption due to disk failure and incorrect operations are unavoidable in systems that use databases. The
ability to reliably recover corrupted databases without extensive damage to users when such problems occur is an essential
requirement in database systems.

FUJITSU Enterprise Postgres provides the following recovery features that flexibly respond to this requirement:
- Media recovery, which recovers up to the most recent point in time
- Point-in-time recovery, which can recover up to a specific point in time

- Backup/recovery that can integrate with various copy technologies

Media recovery, which recovers up to the most recent point in time
When a disk failure occurs, media recovery can recover data to how it was immediately before the failure.

In order to recover the database, FUJITSU Enterprise Postgres accumulates a history of database update operations, such as
data additions and deletions, as an update log.

FUJITSU Enterprise Postgres retains a duplicate (mirror image) of the update log after backup execution on the data storage
destination and on the backup data storage destination. Therefore, the data on one disk can be used to recover to the most
recent state of the database even if a disk failure has occurred on the other.

Media recovery is executed using either a GUI tool provided with FUJITSU Enterprise Postgres (WebAdmin) or server
commands.

ﬂ Information

Recovery using WebAdmin requires less time and effort, since WebAdmin automatically determines the scope of the
operation.
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Point-in-time recovery, which can recover up to a specific point in time

Point-in-time recovery can be used to recover a database that has been updated by an incorrect operation, for example, by
specifying any date and time before the incorrect operation.

Point-in-time recovery is executed using FUJITSU Enterprise Postgres server commands.
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Backup/recovery that can integrate with various copy technologies

It is possible to back up to the backup data storage destination, or to any backup destination using any copy technology
implemented by user exits.

For example, by using the high-speed copy feature of the storage device, the processing time for backup of large databases
can be greatly reduced.

5, See
Refer to "Backup/Recovery Using the Copy Command" in the Operation Guide for information on backup/recovery using
user exits.



1.2 Simple GUI-Based Installation and Operation
Management

FUJITSU Enterprise Postgres provides WebAdmin, which is a GUI tool for a range of tasks, from database installation to
operation management. This allows the databases to be used simply and intuitively.

WebAdmin can be used for FUJITSU Enterprise Postgres setup, creating and monitoring a streaming replication cluster,
database backups, and for recovery. Depending on the configuration, WebAdmin can be used to manage FUJITSU Enterprise
Postgres instances in a single server, or instances spread across multiple servers.

- Setup

To perform setup using WebAdmin, you must create an instance. An instance is a set of server processes that manage a
database cluster (database storage area on the data storage destination disk). Instances can be created easily and with only
minimal required input, because the tool automatically determines the optimal settings for operation.

- Database backup/recovery
Database backup and recovery can be performed using simple GUI operations.

In particular, FUJITSU Enterprise Postgres can automatically identify and isolate the location of errors. This simplifies
the recovery process and enables faster recovery.

In addition, FUJITSU Enterprise Postgres provides the following expanded features in pgAdmin:
- NCHAR type
- Expanded trigger definition
- REPLACE feature

- Function call feature

1.3 High Reliability with Database Multiplexing

Itis vital for systems that use databases to protect data from damage or loss caused by a range of factors such as hardware and
software errors. Database multiplexing protects important data and enables highly reliable database operation.
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FUJITSU Enterprise Postgres not only mirrors a database using the PostgreSQL streaming replication feature, but also
provides simplified switchover and standby disconnection features as well as a feature to detect faults in elements that are
essential for the continuity of database process, disk, network, and other database operations.

Even if a switchover is performed, the client automatically distinguishes between the primary and standby servers, so
applications can be connected transparently regardless of the physical server.

The Mirroring Controller option enables the primary server (the database server used for the main jobs) to be switched
automatically to the standby server if an error occurs in the former.

In addition, by using the data on the standby server, reference jobs such as data analysis and form output can be performed
in parallel to the jobs on the primary server.

Operation using the arbitration server

Mirroring Controller may not be able to correctly determine the status of the other server if there is a network issue between
database servers or a server is in an unstable state. As a result, both servers will temporarily operate as primary servers, so
it may be possible to perform updates from either server.

In database multiplexing mode, it is possible to add a server (arbitration server) that can objectively check the status of the
database servers and isolate (fence) unstable servers. Using an arbitration server can prevent the issue mentioned above (both
servers temporarily operating as primary servers) and enables highly reliable operation.
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- Refer to "Database Multiplexing Mode" in the Cluster Operation Guide (Database Multiplexing) for information on the
database multiplexing.

¥ 1.4 High Reliability Using Failover Integrated with the
Cluster Software

If the system stops, services are interrupted until recovery is complete. In large-scale systems, the interruption takes longer,
and may cause significant disruption for many people receiving the services.

In FUJITSU Enterprise Postgres, the failover feature integrated with the cluster software can minimize the system stoppage
time when an issue occurs.

Medical accounting system

Some hospitals with a large number of patients manage and operate the various data required for accounting in a database.
If this accounting system stops and takes several minutes to recover, it is expected that this will have a significant impact.

But if failover is applied to this kind of system and an issue occurs on the operating server, it is quickly switched and the
standby server takes over operation, so that services are provided without interruption.

The example below illustrates a medical accounting system using failover.
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Refer to the Cluster Operation Guide (PRIMECLUSTER) for information on the failover feature integrated with the cluster
software.

1.5 Seamless Migration from Oracle Databases

FUJITSU Enterprise Postgres supports Orafce, to provide compatibility with Oracle databases.

Using the compatibility feature reduces the cost of correcting existing applications and results in easy database migration.

ET_!.L See

Refer to "Compatibility with Oracle Databases" in the Application Development Guide for information on compatible
features.

'_ﬂ| Information
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The features compatible with Oracle databases are enabled by default.
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1.6 Linkage with Integrated Development Environment

You can link with Microsoft Visual Studio to create application. And, you can automatically generate applications to access
database resources by linking to Visual Studio.




Relationship between .NET Framework and FUJITSU Enterprise Postgres

FUJITSU Enterprise Postgres provides .NET Data Provider, which is an interface for ADO.NET of .NET Framework. This
enables you to select FUJITSU Enterprise Postgres as the connection destination database of ADO.NET and use the intuitive
and efficient application development features of Visual Studio.
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1.7 Storage Data Protection Using Transparent Data
Encryption

The encryption of data to be stored in a database is essential under the following encryption requirements of PCI DSS
(Payment Card Industry Data Security Standard), the data security standard of the credit industry:

- Confidential information (such as credit card numbers) can be encrypted.
- The encryption key and data are managed as separate entities.
- The encryption key is replaced at regular intervals.

To satisfy these requirements, FUJITSU Enterprise Postgres provides a transparent data encryption feature. Note that
PostgreSQL uses an encryption feature called pgcrypto, which can also be used in FUJITSU Enterprise Postgres, but requires
applications to be modified. Therefore, we recommend using FUJITSU Enterprise Postgres's transparent data encryption
feature.

FUJITSU Enterprise
Postgres




2 See
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Refer to "Protecting Storage Data Using Transparent Data Encryption™ in the Operation Guide for information on stored data
encryption.

© 0000000000000 0000000000000000000000000000000000000000000000000000000000000000000000000

1.8 Data Masking for Improved Security

FUJITSU Enterprise Postgres provides a data masking feature that protects data to maintain security of data handled in
systems.

The data masking feature changes the returned data for queries from applications and makes it available for reference without
exposing the actual data.

For example, for a query of employee data, digits except the last four digits of an eight-digit employee number can be changed
to "*" so that it can be used for reference.

Also, the data changed by the data masking feature can be transferred to a test database so that users who perform testing or
development can reference the data. As production data should not be used in a test or development environment because of
the risk of data leakage, this feature enables data that is similar to actual production data to be safely used in those
environments.

( broductéon envEronmenf\‘_- Test database
. databas :
Employee number Employee number
0123-4567 Transfer the =5 4567
0123-4568 masked data w5 568
— —
) .l 7
The original data is not T
changed
Instance administrator User 1 User 2
Perform data masking Reference the masked data
(confidential data is not included)

25 See
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Refer to "Data Masking" in the Operation Guide for information on data masking.
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1.9 Security Enhancement Using Audit Logs

Details relating to database access can be retrieved in audit logs. The audit log feature can be used to counter security threats
such as unauthorized access to the database and misuse of privileges.

In PostgreSQL, logs output as server logs can be used as audit logs by using the log output feature. There are, however, logs
that cannot be analyzed properly, such as SQL runtime logs, which do not output the schema name. Additionally, because the
output conditions cannot be specified in detail, log volumes can be large, which may lead to deterioration in performance.



The audit log feature of FUJITSU Enterprise Postgres enables retrieval of details relating to database access as an audit log
by extending the feature to pgaudit. Additionally, audit logs can be output to a dedicated log file or server log. This enables
efficient and accurate log monitoring.

2 See
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Refer to "Audit Log Feature" in the Security Operation Guide for details.
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1.10 Enhanced Query Plan Stability

FUJITSU Enterprise Postgres estimates the cost of query plans based on SQL statements and database statistical information,
and selects the least expensive query plan. However, like other databases, FUJITSU Enterprise Postgres does not necessarily
select the most suitable query plan. For example, it may suddenly select unsuitable query plan due to changes in the data
conditions.

In mission-critical systems, stable performance is more important than improved performance, and changes in query plans
case to be avoided. In this situation, the following features can stabilize query plans:

- Optimizer hints
You can use pg_hint_plan to specify a query plan in each individual SQL statement.
- Locked statistics

You can use pg_dmbs_stats to lock statistical information per object, such as a database, schema, or table.

2, See
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Refer to "Optimizer Hints" in the Application Development Guide for information on optimizer hints.

Refer to "Locked Statistics™ in the Application Development Guide or information on locked statistics.

© 0000000000000 0000000000000000000000000000000000000000000000000000000000000000000000000

L:n Note

Use the features provided when FUJITSU Enterprise Postgres is installed for optimizer hints and locked statistical
information. FUJITSU Enterprise Postgres does not support other similar open-source features.

1.11 Increased Aggregation Performance Using the In-
memory Feature

FUJITSU Enterprise Postgres provides the in-memory feature, which uses columnar index and memory-resident data. This
reduces disk 1/0s and enhances aggregation performance.

gn Note

This feature can only be used in Advanced Edition.

Columnar index

Many aggregation processes may require a large portion of data in a particular column. However, traditional row data
structure reads unnecessary columns, resulting in inefficient use of memory and CPU cache, and slower processing.
FUJITSU Enterprise Postgres provides a type of columnar index, VCI (Vertical Clustered Index). This addresses the above
issues, and enhances aggregation performance.

VCI provides the following benefits:

-10 -



Minimizes impact on existing jobs, and can perform aggregation using job data in real time.

- Provided as an index, so no application modification is required.

Stores data also on the disk, so aggregation jobs can be quickly resumed using a VCI even if a failure occurs (when an
instance is restarted).

If the amount of memory used by VCI exceeds the set value, aggregation can still continue by using VCI data on the disk.
It also provides the features below:

- Disk compression
Compresses VCI data on the disk, minimizing required disk space. Even if disk access is required, read overhead is low.

- Parallel scan
Enhances aggregation performance by distributing aggregation processes to multiple CPU cores and then processing
them in parallel.

In-memory data
The following features keep VCI data in memory and minimize disk 1/0s on each aggregation process.

- Preload feature
Ensures stable response times by loading VVCI data to memory before an application scans it after the instance is restarted.

- Stable buffer feature
Reduces disk 1/0s by suppressing VCI data eviction from memaory by other job data.

Purposes of this feature

This feature has a data structure that can efficiently use the newly added resources, and aims to enhance the existing
aggregation processing in normal operations to be faster than parallel scan. It shares the same purpose of enhancing
aggregation performance with the parallel scan feature that is provided separately, but differs in that it speeds up nightly batch
processes by utilizing available resources.

VCI architecture

This section briefly explains VCI architecture as it contains basic terminology required, for example, when setting
parameters.

Update and aggregation operations to enable real time use of job data are described.

VCI has write buffer row-based WOS (Write Optimized Store) in addition to the columnar data structure ROS (Read
Optimized Store). Converting each update into a columnar index has a significant impact on the update process response
times. Therefore, data is synchronously reflected to the row-based WOS when updating. After a certain amount of data is
stored in WOS, the ROS control daemon asynchronously converts it to ROS. As above, the entire VCI is synchronized with
the target table column, minimizing update overhead.

Update ROS
S0L control
daemaon
Update Convert
T, A a0 S CC OO OC 00T ——=fasynchronous)——
e D00
B \ R EIEMOIICMIEN BT, i II'/{ =_ -
 lRefiect:
|[isynchronous) |
| )
[ | e WOS
Tables —

The same scan results can be obtained without a VVCI by using WOS in conjunction with ROS. More specifically, WOS is
converted to Local ROS in local memory for each aggregation process, and aggregated with ROS.

-11-
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Refer to "Installing and Operating the In-memory Feature" in the Operation Guide for information on installation and
operation of VCI.

Refer to "Scan Using a Vertical Clustered Index (VCI)" in the Application Development Guide for information on scan using
a VCl.
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1.12 High-Speed Data Load

High-speed data load executes COPY FROM commands using multiple parallel workers. Because conversion of data from
the external file to the appropriate internal format, table creation, and index creation are performed in parallel, it is possible
to load large volumes of data at high speed.

QT Note

This feature is available only in the Advanced Edition.

Architecture of high-speed data load

High-speed data load is required for parameter setting and resource estimation, so a brief description of its architecture is
provided below.

Shared
memory Parallel -
message worker
queue !
Backend
file process Shored L
memory Parallel
message worker
queue

High-speed data load uses a single backend process collaborating with multiple parallel workers to perform data load in
parallel. Data is exchanged between the backend process and parallel workers via shared memory message queues. The
backend process distributes the loaded data of external files to multiple parallel workers. Each parallel worker then converts
the data loaded from the shared memory message queue into the appropriate internal format, and inserts it into the table. If
the table has indexes, their keys are extracted and inserted into the index page.

-12 -
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Refer to "High-Speed Data Load" in the Operation Guide for details.
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Appendix A List of Features

The following table lists the main features provided by FUJITSU Enterprise Postgres.

Linux Windows Solaris
Category Feature
AE SE AE SE AE SE
Fujitsu-developed | WebAdmin
software (Rapid setup, One-click Y Y Y Y Y Y
technology recovery)
Improved Database multiplexing Y N Y N Y N
reliability Failover y y
(integration with *1) *1) N N Y Y
PRIMECLUSTER)
Ba_ckup/recovery using user v N v N v N
exits
Application Embedded SQL integration
development Java integration
ODBC integration Y Y Y Y Y Y
.NET Framework
integration
Features compatible with v v v v v v
Oracle databases
Security Storage data encryption Y Y Y Y Y Y
Data masking Y Y Y Y Y Y
Audit log Y N Y N Y N
Performance In-memory feature Y N Y N Y N
High-speed data load Y N Y N Y N
Performance Optimizer hints Y Y Y Y Y Y
tuning Fixed statistical information Y Y Y Y Y Y
Y: Provided

N: Not provided

*1: Supported on RHEL only.
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Appendix B OSS Supported by FUJITSU Enterprise

Postgres
The OSS supported by FUJITSU Enterprise Postgres is listed below.
i Platform
OSS name Version and Description Reference
level Linux | Windows
PostgreSQL 10.3 Y Y Database management | PostgreSQL Documentation
system
orafce 3.6.1 Y Y Oracle-compatible "Compatibility with Oracle
SQL features Databases" in the
Application Development
Guide
Pgpool-II 371 Y N Failover, connection "Pgpool-11" in the
pooling, load balance, Installation and Setup Guide
etc. for Server
oracle_fdw 2.0.0 Y Y Connection to the "oracle_fdw" in the
Oracle database server | Installation and Setup Guide
for Server
pg_statsinfo 10.0 Y N Collection and "pg_statsinfo" in the
accumulation of Installation and Setup Guide
statistics for Server
pg_dbms_stats | 1.3.9 Y Y Tuning (statistics "Locked Statistics" in the
management, query Application Development
tuning) Guide
pg_hint_plan 10.1.3.0 Y Y "Optimizer Hints" in the
Application Development
Guide
pg_repack 1.4.2 Y N Table reorganization "pg_repack" in the
Installation and Setup Guide
for Server
pg_rman 1.3.6 Y N Backup and restore "pg_rman" in the
management Installation and Setup Guide
for Server
pgAdmind 2.1 N Y Operation and Operation Guide
development GUI
pgBadger 9.2 Y N Log analysis "pgBadger" in the
Installation and Setup Guide
for Server
pg_bigm 1.2 Y N Full-text search "pg_bigm" in the
(multibyte) Installation and Setup Guide
for Server
PostgreSQL 4221 Y Y JDBC driver "JDBC Driver" in the
JDBC driver Application Development
Guide
psqlODBC 10.01.0000 Y Y ODBC driver "ODBC Driver" in the
Application Development
Guide
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i Platform
OSS name Version and Description Reference
level Linux | Windows
Npgsql 3.2.6 N Y .NET data provider ".NET Data Provider" in the
Application Development
Guide

Y: Supported
N: Not supported
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Preface

Purpose of this document

This document provides release information for FUJITSU Enterprise Postgres.

Structure of this document
This document is structured as follows:
Chapter 1 New Features and Improvements
Explains the new features and improvements in this version.
Chapter 2 Compatibility Information
Provides information regarding compatibility.
Chapter 3 Program Updates

Explains updates incorporated in this version.

Export restrictions

Exportation/release of this document may require necessary procedures in accordance with the regulations of your resident country and/or
US export control laws.

Issue date and version

Edition 1.0: August 2018

Copyright
Copyright 2015-2018 FUJITSU LIMITED
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IChapter 1 New Features and Improvements

This chapter explains FUJITSU Enterprise Postgres new features and improvements added in this version.

Table 1.1 New features and improvements

Version and Classification Feature Provided | Provided
level in AE in SE
10 Operations Improved database multiplexing Y N
Backup/recovery using user exits Y N
Integration with PRIMECLUSTER Y Y
Improvements to the GUI Y (*1)
Security Audit logs Y N
Performance High-speed data load Y N
Application Support for variable format source Y (*1)
development code in COBOL programs
Support for Visual Studio 2015 Y (*1)
Support for Visual Studio 2017 Y Y
Platform Additional operating system support Y Y
enhancement for server feature
Additional operating system support Y Y
for client feature
0SS PostgreSQL rebase Y Y
Additional supported OSS Y Y

*1: Already provided in FUJITSU Enterprise Postgres 9.6 SE.

1.1 Features Added in 10

This section explains new features and improvements in FUJITSU Enterprise Postgres 10.

1.1.1 Operations

This section explains the new features related to operation.

- Improved database multiplexing

- Backup/recovery using user exits

Integration with PRIMECLUSTER

- Improvements to the GUI

1.1.1.1 Improved Database Multiplexing
The new features and improvements below have been incorporated into database multiplexing.
- Added operations for use when a heartbeat abnormality is detected during heartbeat monitoring of the operating system or server

You can now select from the following operations when a heartbeat abnormality is detected during heartbeat monitoring of the
operating system or server.

- Use the arbitration server to perform automatic degradation (switch/disconnect)

- Call a user exit to determine degradation, and perform automatic degradation if required



- Notify messages

- Perform automatic degradation unconditionally after a heartbeat abnormality (FUJITSU Enterprise Postgres 9.6 or earlier
operation)

2 See
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Refer to "Monitoring Using Database Multiplexing Mode" in the Cluster Operation Guide (Database Multiplexing) for details.
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- Added tuning of abnormality monitoring

For abnormality monitoring performed by Mirroring Controller, it is now possible to select tuning for each monitoring target and
behavior when an abnormality is detected.

- Database process heartbeat monitoring
Heartbeat monitoring tuning can now be configured individually:
- Interval time
- Timeout
- Number of retries
It is now possible to select from the following behaviors when unresponsiveness is detected:
- Do not perform monitoring
- Notify messages
- Automatic degradation
- Disk abnormality monitoring
Abnormality monitoring tuning can now be configured individually:
- Interval time
- Number of retries
- Tablespace disk abnormality monitoring
It is now possible to select from the following behaviors when an abnormality is detected:
- Notify messages
- Automatic degradation
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Refer to "Server Configuration File for the Database Servers" in the Cluster Operation Guide (Database Multiplexing) for details.
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- Disconnection of the standby server on the primary server

Supports a detach mode, which enables the standby server to be disconnected from the primary server at any time using the mc_ctl
command.
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Refer to "mc_ctl" in the Reference for details.
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- Integration with reference jobs on the standby server
Supports the features below for improved operability of reference jobs on the standby server.

- User exit (for the state transition commands)



- Instance stoppage feature for use during disconnection
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Refer to "Referencing on the Standby Server" in the Cluster Operation Guide (Database Multiplexing) for details.
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Mirroring Controller monitoring process

If the Mirroring Controller process that performs abnormality monitoring on the database server is down or unresponsive, abnormality
detection of the Mirroring Controller monitoring process enables you to restart the Mirroring Controller process and maintain
availability.
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Refer to "Mirroring Controller Processes" in the Cluster Operation Guide (Database Multiplexing) for details.
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Selection of instance connection settings for the Mirroring Controller process

Some connection settings can now be changed when the Mirroring Controller process connects to an instance to detect failure of each
component.

- Connection destination database name
Either of the database names 'postgres' or ‘templatel’ can now be selected. This makes it possible for the SQL statements issued by
Mirroring Controller to perform abnormality monitoring to identify target logs from the audit logs or server logs.

- Connection user name
The user name of any superuser can be specified. This enables instance administrator users and superusers who operate the
Mirroring Controller commands to run database multiplexing mode in different environments.
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Refer to "Server Configuration File for the Database Servers™ in the Cluster Operation Guide (Database Multiplexing) for details.
1.1.1.2 Backup/Recovery Using User Exits

The pgx_dmpall command and the pgx_rcvall command can now perform backup/recovery using user exits. Database clusters and
tablespaces can be backed up to any backup destination using a user exit (for the copy command) by any copy method.

Additionally, by using the high-speed copy feature of the storage device with the copy command, the processing time for backup of large
databases can be greatly reduced.

2, See
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Refer to "Backup/Recovery Using the Copy Command" in the Operation Guide for details.
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1.1.1.3 Integration with PRIMECLUSTER
Cluster operation integrated with PRIMECLUSTER is now possible. Accordingly, a highly reliable system using failover can be achieved.
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Refer to the Cluster Operation Guide (PRIMECLUSTER) for details.
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1.1.1.4 Improvements to the GUI

The WebAdmin GUI incorporates the following new features and improvements:



- Import instance
Instances created via the command line using the initdb command can be imported into and subsequently managed by WebAdmin.
Refer to "Importing Instances" in the Installation and Setup Guide for Server for details.
- Edit instance
The following items for an instance can now be modified: Instance name, Port number, and Backup storage path.
Refer to "Editing instance information™ in the Installation and Setup Guide for Server for details.
- Anomaly processing

WebAdmin now detects external changes to the port and backup_destination parameters in postgresgl.conf, and provides the ability to
synchronize these parameters with the corresponding items in WebAdmin.

WebAdmin also detects external changes to Mirroring Controller configuration of cluster replication added via WebAdmin, and
disables Mirroring Controller functionality for the instance for which the anomaly is detected.

Refer to "Anomaly Detection and Resolution” in the Operation Guide for details.
- Interoperability support

WebAdmin can now be used to manage FUJITSU Enterprise Postgres 9.5 or later instances.

Refer to "[Server product type]" in "Creating an Instance" in the Installation and Setup Guide for Server for details.
- Optional backup

Backup and restore functionality can now be disabled for an instance.

Refer to "[Backup]" in "Creating an Instance" in the Installation and Setup Guide for Server for details.
- Auto-refresh

The auto-refresh feature automatically refreshes the status of all instances at set intervals.

Refer to "Using the WebAdmin Auto-Refresh Feature™ in the Installation and Setup Guide for Server for details.
- Performance improvements

Performance has been significantly improved for various operations.

1.1.2 Security

This section explains the new feature related to security.

- Audit logs

1.1.2.1 Audit Logs

Details relating to database access can be retrieved in audit logs. Audit logs can be used to counter security threats such as unauthorized
access to the database and misuse of privileges.

2, See
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Refer to "Audit Log Feature" in the Security Operation Guide for details.
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1.1.3 Performance

This section explains the new feature added to improve performance:

- High-speed data load



1.1.3.1 High-Speed Data Load

High-speed data load executes COPY FROM commands using multiple parallel workers. Accordingly, data from files can be loaded at high
speed into FUJITSU Enterprise Postgres tables.

2, See
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Refer to "High-Speed Data Load" in the Operation Guide for details.
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1.1.4 Application Development

This section explains the new features related to application development:

- Support for variable format source code in COBOL programs

- Support for Visual Studio 2015

1.1.4.1 Support for Variable Format Source Code in COBOL Programs

For embedded SQL in COBOL, variable format source code is now supported in COBOL programs. This makes it possible to precompile
existing COBOL programs that use variable format source code as is.

EL% See
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Refer to "Embedded SQL in COBOL" in the Application Development Guide for details.
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1.1.4.2 Support for Visual Studio 2015
Visual Studio 2015 is supported as a development environment of the FUJITSU Enterprise Postgres client feature for Windows(R).

2, See
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Refer to "Related Software" in the Installation and Setup Guide for Client for details.
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1.1.4.3 Support for Visual Studio 2017

Visual Studio 2017 is supported as a development environment of the FUJITSU Enterprise Postgres client feature for Windows(R).
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Refer to "Related Software" in the Installation and Setup Guide for Client for details.
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1.1.5 Platform Enhancement

This section explains the new features related to platform enhancement:
- Additional operating system support for server

- Additional operating system support for client

1.1.5.1 Additional Operating System Support for Server Feature
The following additional operating systems are supported:

- SLES 12 SP2 or later
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Refer to "Required Operating System" in the Installation and Setup Guide for Server for details.
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1.1.5.2 Additional Operating System Support for Client Feature
The following additional operating systems are supported:
- SLES 12 SP2 or later

2 See
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Refer to "Required Operating System" in the Installation and Setup Guide for Client for details.
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1.1.6 OSS

This section explains the new feature related to OSS:

- PostgreSQL rebase
- Additional supported OSS

1.1.6.1 PostgreSQL Rebase
The PostgreSQL version that FUJITSU Enterprise Postgres is based on is 10.3.

2, See
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Refer to "PostgreSQL Version Used for FUJITSU Enterprise Postgres" in the Installation and Setup Guide for Server for details.
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1.1.6.2 Additional Supported OSS
The OSS below are newly supported:
- Pgpool-II
- oracle_fdw
- pg_statsinfo
- pg_repack
- pg_rman
- pgBadger
- pg_bigm
2, See
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Refer to "OSS Supported by FUJITSU Enterprise Postgres" in the General Description for details.
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IChapter 2 Compatibility Information

This chapter explains incompatible items and actions required when migrating from an earlier version to FUJITSU Enterprise Postgres 10.
Check compatibility before migrating and take the appropriate action.

Pre-migration version

9.5 9.6

Item

Changing the features targeted for installation in a 64-bit environment

Changing the access permissions of the Windows client installation directory

Changing the method of specifying the application connection switch feature

PostgreSQL compatibility of embedded SQL applications in C and COBOL

Changing Vertical Clustered Index (VCI)

Changing the maximum number of connections per server

Changing the encryption settings using the ALTER TABLESPACE statement

Changing the default configuration of the cluster system using database multiplexing

Changing the default operation when mc_ctl command options are omitted

Changing the connection settings when Mirroring Controller connects to an instance

Changing the status display of the Mirroring Controller server

<|=<|=<[=<[=<[=<|=<|<|<|<]|=<]|=<
zlz|lzlzlz|<|=<|<|<|<]|=<]|=<

Changing the operation when the synchronous_standby names parameter is changed
during database multiplexing operation

<

Changing the WebAdmin installation method

<

Changing how to use the features compatible with Oracle databases

Changing masking policy definition for unsupported data types Y N

Y: Incompatibility exists

N: Incompatibility does not exist

2.1 Installation/Setup Incompatibility

2.1.1 Changingthe Features Targeted for Installation in a 64-bit Environment

Incompatibility

In a 64-bit environment, only the 64-bit client can be installed.

Action method

If a 32-bit application is to be used, prepare a 32-bit environment and install the 32-bit client.

2.1.2 Changing the Access Permissions of the Windows Client Installation
Directory

Incompatibility

When specifying a particular installation destination for installing the Windows client, the access permissions of the installed files and folder
are the same as when the Windows client is installed in the default installation destination, which is the Program Files folder.

This incompatibility occurs with all supported Windows client operating systems. Refer to "Required Operating System" in the Installation
and Setup Guide for Client for information on the operating environment.



Action method
This change was made simply to enhance security, therefore, no action is normally required.

However, if existing access permissions are required, this change can be reverted by running /nstal/Difsetup\revert_cacls.bat as an
administrator after installation.

2.1.3 Changing the WebAdmin Installation Method

Incompatibility

In FUJITSU Enterprise Postgres 9.6 or later, WebAdmin is not installed automatically during server installation. Therefore, install
WebAdmin separately.

Action method

None.

2.2 Application Migration Incompatibility

2.2.1 Changing the Method of Specifying the Application Connection Switch
Feature

Incompatibility

The target server specified using the application connection switch feature is changed to the same name as that of PostgreSQL.

Action method

Use the FUJITSU Enterprise Postgres 10 client to execute applications that have the target server specified as the application connection
switch feature after changing the target server and specified value as listed below and recompiling.

Specified name of the target server

Usage target Before correction After correction

JDBC driver

No change

ODBC driver TargetServer target_session_attrs

.NET Data Provider target_server TargetServerType

Connection service file target_server target_session_attrs

Library (libpg) for C target_server target_session_attrs

Environment variable

Environment variable

(PGXTARGETSERVER) (PGTARGETSESSIONATTRS)
Embedded SQL target_server target_session_attrs
psql Environment variable Environment variable

(PGXTARGETSERVER)

(PGTARGETSESSIONATTRS)

Specified value for the target server

Server JDBC driver .NET Data Provider Other driver
SRlEElon GUeEr Before After Before After
correction correction correction correction
Primary server No change primary master primary read-write
Standby server No change - slave - -




Server JDBC driver .NET Data Provider Other driver
selection order Before After Before After
correction correction correction correction
Priority givento | No change prefer_standby preferSlave prefer_standby prefer-read
a standby server
Any No change - any - any

2.2.2 PostgreSQL Compatibility of Embedded SQL Applications in C and
COBOL

Incompatibility

The method of managing the nchar data type has been enhanced to enable use of embedded SQL applications in C that are compiled with
PostgreSQL.

Action method

Use the FUJITSU Enterprise Postgres 10 client to execute embedded SQL applications in C and COBOL that were compiled with FUJITSU
Enterprise Postgres 9.6 or earlier, after recompiling them with the FUJITSU Enterprise Postgres 10 client.

2.2.3 Changing Vertical Clustered Index (VCI)

Incompatibility

The functions below have been added to the functions for which VCI is not used.

Type Function

Date/time functions age(timestamp)
current_date
current_timestamp
current_time
localtime

localtimestamp

Session information current_user

functions
current_role

Action method
To use VCI, specify the second argument when using the age function, and specify other functions as subqueries.
[Example]
Before: select age(column A), current_date from table

After: select age(column A, now()), (select current_date) from table

2.2.4 Changing how to Use the Features Compatible with Oracle Databases

Incompatibility

In FUJITSU Enterprise Postgres 9.6 or later, to use the features compatible with Oracle databases, create a new instance and execute the
following command for the "postgres" and "templatel” databases:

CREATE EXTENSION oracle_compatible



Action method

None.

2.3 Operation Migration Incompatibility

2.3.1 Changing the Maximum Number of Connections per Server

Incompatibility

The maximum number of connections per server is changed from 262,143 to 65,535.

Action method

None.

2.3.2 Changing the Encryption Settings Using the ALTER TABLESPACE
Statement

Incompatibility

The ALTER TABLESPACE statement can be used to change the tablespace encryption settings if data is not stored in the tablespace.

Action method

None.

2.3.3 Changing the Default Configuration of the Cluster System Using
Database Multiplexing

Incompatibility

In FUJITSU Enterprise Postgres 10, a split brain will not occur if heartbeat monitoring using an admin network times out, so the default is
changed to a system configuration requiring an arbitration server acting as a third party.

FUJITSU Enterprise Postgres 9.6 or earlier
A cluster system comprises two database servers.
FUJITSU Enterprise Postgres 10

By default, a cluster system comprises two database servers and an arbitration server.

Action method

If selecting the same system configuration as that in FUJITSU Enterprise Postgres 9.6 or earlier, set the parameters below in the server
configuration file to perform automatic degradation unconditionally when a heartbeat abnormality is detected during OS/server heartbeat
monitoring.

- Parameter: heartbeat_error_action

- Value: fallback

2.3.4 Changing the Default Operation when mc_ctl Command Options are
Omitted

Incompatibility
In FUJITSU Enterprise Postgres 10, the default operation when the mc_ctl command options below are omitted has been changed:

- The -f option during start mode

-10 -



- The -w option during start mode
FUJITSU Enterprise Postgres 9.6 or earlier

- If the -f option is omitted, automatic switching and disconnection immediately after the startup of Mirroring Controller will not be
enabled.

- If the -w option is omitted, the system will not wait for operations to finish.
FUJITSU Enterprise Postgres 10

- Even if the -f option is omitted, automatic switching and disconnection immediately after the startup of Mirroring Controller will
be enabled.

- Even if the -w option is omitted, the system will wait for operations to finish.

Action method

If selecting the same operation as that in FUJITSU Enterprise Postgres 9.6 or earlier, take the action below when executing start mode of
the mc_ctl command.

- If the -f option is omitted, specify the -F option.

- If the -w option is omitted, specify the -W option.

2.3.5 Changing the Connection Settings when Mirroring Controller
Connects to an Instance

Incompatibility

In FUJITSU Enterprise Postgres 10, Mirroring Controller changes the connection setting below when connecting to an instance to detect
failure of each database element.

- Application name
FUJITSU Enterprise Postgres 9.6 or earlier
- The application name is an empty string.
FUJITSU Enterprise Postgres 10

- The application name is 'mc_agent'.

Action method
There is no method for changing the application name.

Therefore, if there is an application that identifies a database connection session of Mirroring Controller with the application name being
an empty string, modify the process so that identification is performed using 'mc_agent'.

2.3.6 Changing the Status Display of the Mirroring Controller Server

Incompatibility

In FUJITSU Enterprise Postgres 10, the condition for displaying an abnormality for the process (WAL receive process) that receives
transaction logs has been changed in regard to the server status display performed in status mode of the mc_ctl command of Mirroring
Controller.

- Role of the applicable server (host_role): standby (standby)
- Display item: DBMS process status (db_proc_status)

- Display content: abnormal (abnormal process name)
The applicability for incompatibility is determined based on whether 'wal_receiver' is included in the abnormality process name.
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FUJITSU Enterprise Postgres 9.6 or earlier
Displays an abnormality when Mirroring Controller detects that the WAL send process has stopped.
FUJITSU Enterprise Postgres 10

Displays an abnormality when Mirroring Controller detects that a streaming replication connection has not been established with the
primary server using the WAL receive process.

Action method

If there is an application that determines the WAL receive process status from the display content retrieved using status mode of the mc_ctl
command, modify as below to determine at the same level of accuracy as previously. However, this is not recommended due to
incompatibilities accompanying the improvement in accuracy.

- If 'wal_sender' is included in the abnormal process name displayed in the 'abnormal’ db_proc_status item of the 'primary"' host_role, it
is determined that an abnormality has occurred in the WAL receive process.

- If‘'wal_sender' is not included in the abnormal process name displayed in the 'abnormal’ db_proc_status item of the 'primary" host_role,
it is determined that an abnormality has not occurred in the WAL receive process.

2.3.7 Changing the Operation when the synchronous_standby names
Parameter is Changed during Database Multiplexing Operation

Incompatibility

In FUJITSU Enterprise Postgres 9.6 or earlier, Mirroring Controller periodically accesses the database to retrieve the
synchronous_standby_names parameter value using the SHOW command, and automatically recovers if changes are detected, in case the
user accidentally changes the synchronous_standby _names parameter in postgresqgl.conf during database multiplexing mode. However,
because this process uses the CPU of the database server for redundancy and SQL statements are executed with high frequency, these
processes are not executed by default in FUJITSU Enterprise Postgres 10.

FUJITSU Enterprise Postgres 9.6 or earlier
Mirroring Controller checks if the synchronous_standby _names parameter in postgresgl.conf has been mistakenly changed by the user.
FUJITSU Enterprise Postgres 10

By default, Mirroring Controller does not check if the synchronous_standby_names parameter in postgresql.conf has been mistakenly
changed by the user.

Action method

If selecting the same operation as that in FUJITSU Enterprise Postgres 9.6 or earlier, set the parameter below in the server definition file.
- Parameter: check_synchronous_standby_names_validation

- Value: 'on’

2.3.8 Changing Masking Policy Definition for Unsupported Data Types

Incompatibility

The data masking feature of FUJITSU Enterprise Postgres is updated so that an error occurs when a masking policy is defined for a column
of an unsupported data type (array type or timestamp with timezone type).

FUJITSU Enterprise Postgres 9.5

The definition of a masking policy for a column of array type or timestamp with timezone type ends normally, but an error occurs when
accessing a column of a table for which the policy is defined.

FUJITSU Enterprise Postgres 9.6 or later

An error occurs when defining a masking policy for a column of array type or timestamp with timezone type.

-12 -



Action method

If a policy that was defined in FUJITSU Enterprise Postgres 9.5 includes masking of a column of an unsupported data type (array type or
timestamp with timezone type), perform one of the following in FUJITSU Enterprise Postgres 9.6 or later:

- Ignore the error if the masking policy contains columns of only these data types, or delete the policy with the
pgx_drop_confidential_policy system administration function.

- If the masking policy target contains columns of these data types and a supported data type, delete the problematic columns with the
pgx_alter_confidential_policy system function.

-13-



|Chapter 3 Program Updates

This version incorporates the updates implemented in PostgreSQL 10, 10.1, 10.2, and 10.3.

i See
Refer to the PostgreSQL Global Development Group website for information on the updates implemented in the following releases:
[PostgreSQL 10]

https://www.postgresqgl .org/docs/10/static/release-10.html

[PostgreSQL 10.1]

https://www.postgresqgl .org/docs/10/static/release-10-1._html

[PostgreSQL 10.2]

https://www.postgresqgl .org/docs/10/static/release-10-2_html

[PostgreSQL 10.3]

https://www._postgresql .org/docs/10/static/release-10-3.html

Furthermore, this version incorporates the following security update that was fixed in PostgreSQL 10.4:
- CVE-2018-1115: Too-permissive access control list on function pg_logfile_rotate()
25 See

Refer to the URL below for information on PostgreSQL security updates:

PostgreSQL Global Development Group website:

https://www._postgresql .org/about/news/1851/
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Issues that occurred in previous versions and levels are also fixed.

Refer to the following table for details of the program fixes included in this version and level.

Table 3.1 Program fixes in FUJITSU Enterprise Postgres 10

No. |Version and P number Issue
level

1 10 PH11764 [Issue]

The hugepages feature of Linux cannot be used. An error occurs when the instance is started.
FATAL: huge pages not supported on this platform

[Environment]

The following operating system is used:

- Linux

[Conditions]

1. The huge_pages parameter is set to "on" in postgresql.conf, and

2. An instance is started.

2 |10 PH13672 [Issue]

If preferSlave is specified for the targetServerType connection string parameter, the connection
destination becomes the primary server instead of the standby server.

-14 -




No. |Version and| P number Issue
level

[Environment]
One of the following operating systems is used:
- Linux
- Oracle Solaris
- Windows
[Conditions]
1. The JDBC driver is used, and
2. Multiple hosts are specified for the connection string, and
3. preferSlave is specified for the targetServerType connection string parameter, and
4. When connecting to the database, the status of the connection string host name is in the following
order: primary server, standby server

3 10 PH13782 [Issue]
Information may be tampered with on the database server using WebAdmin.
[Environment]
One of the following operating systems is used:
- Oracle Solaris
- Linux
- Windows
[Conditions]
1. WebAdmin is used, and
2. A malicious program is used to access the database server port (*1).
*1: Port number specified in the WebAdmin setup.
For Symfoware Server, the default value is 26515.
For FUJITSU Enterprise Postgres, the default value is 27515.

4 10 PH13850 [1ssue]

If a multibyte string is specified for the rpad function compatible with Oracle databases and the
specified output length is such that a fullwidth fill (padding) character cannot be added to the
specified string because there is only space available for one halfwidth character, a halfwidth space
will be inserted at the beginning of the resultant string.

[Environment]

One of the following operating systems is used:

- Linux

- Oracle Solaris

- Windows

[Conditions]

[Condition 1]

1. The rpad function (*1) compatible with Oracle databases is used, and

2. The length (*2) of the specified string is shorter than the specified output length, and

3. The fill parameter contains a fullwidth character, and

-15-




No. |Version and| P number Issue
level
4. A fullwidth fill character is added to the specified string, which then exceeds the specified output
length, because each fullwidth character is recognized as having a length of 2.
Example of [Condition 1]
oracle.rpad("abc®,11,"2Z")
|]abcZZ_| becomes
l_abczZ]. *3)
[Condition 2]
1. The rpad function compatible with Oracle databases is used, and
2. The string parameter contains fullwidth characters, and
3. The length of the specified string is longer than the specified output length, and padding is added
to the specified multibyte string.
Example of [Condition 2]
oracle.rpad("abc¢c",5,"2")
| ab_] becomes
| _ab]. *3)
*1: oracle.rpad(string, length |, fill])
*2: In the case of halfwidth characters and characters with a width of 1 (such as =, and X) as
defined in the Unicode definitions, the character width will be counted as 1, and in the case of
fullwidth characters, the character width will be counted as 2.
*3: " _"indicates a halfwidth space
5 10 PH14386 [Issue]
An error occurs when connecting from the ODBC driver to the database.
Error message: invalid connection option "target_server"
[Environment]
The following operating system is used:
- Windows
[Conditions]
1. The ODBC driver connects to the database, and
2. libpg.dll exists in one of the following locations:
2.1 The folder where the application to be executed is stored
2.2 The Windows system folder
2.3 The Windows directory
2.4 The folder that has been set earlier than the product installation folder in the PATH environment
variable
6 10 PH14703 [Issue]

The WebAdmin start window is not displayed after WebAdmin is set up again.

[Environment]
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No.

Version and
level

P number

Issue

The following operating system is used:

- Linux

[Conditions]

1. WebAdmin setup is performed, and then

2. WebAdmin setup is removed, and then

3. WebAdmin setup is performed, and then

4. WebAdmin is started, and then

5. The WebAdmin startup URL is accessed in the browser.

10

PH15226

[Issue]

This update is to apply the updates for the security issues (*1) incorporated in PostgreSQL10.4 to
FUJITSU Enterprise Postgres, so there is no specific symptom.

*1: The applicable security issue is as follows:
- CVE-2018-1115

[Environment]

The following operating system is used:

- Linux

[Conditions]

This update is to apply the updates for the security issues incorporated in PostgreSQL10.4 to this
product, so there are no specific conditions.

Refer to the URL below for information on security issues fixed in this update:

https://www.postgresql.org/docs/10/static/release-10-4.html
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IChapter 1 New Features and Improvements

This chapter explains FUJITSU Enterprise Postgres new features and improvements added in this version.

Table 1.1 New features and improvements

Version and Classification Feature Provided | Provided
level in AE in SE
10 Operations Improved database multiplexing Y N
Backup/recovery using user exits Y N
Improvements to the GUI Y (*1)
Security Audit logs Y N
Performance High-speed data load Y N
Application Support for variable format source code Y (*1)
development in COBOL programs
Support for Visual Studio 2015 Y (*1)
Support for Visual Studio 2017 Y Y
Platform enhancement | Additional operating system support for Y Y

client feature

0SS PostgreSQL rebase
Additional supported OSS

*1: Already provided in FUJITSU Enterprise Postgres 9.6 SE.

1.1 Features Added in 10

This section explains new features and improvements in FUJITSU Enterprise Postgres 10.

1.1.1 Operations

This section explains the new features related to operation.

- Improved database multiplexing
- Backup/recovery using user exits

- Improvements to the GUI

1.1.1.1 Improved Database Multiplexing
The new features and improvements below have been incorporated into database multiplexing.
- Added operations for use when a heartbeat abnormality is detected during heartbeat monitoring of the operating system or server

You can now select from the following operations when a heartbeat abnormality is detected during heartbeat monitoring of the
operating system or server.

- Use the arbitration server to perform automatic degradation (switch/disconnect)
- Call a user exit to determine degradation, and perform automatic degradation if required
- Notify messages

- Perform automatic degradation unconditionally after a heartbeat abnormality (FUJITSU Enterprise Postgres 9.6 or earlier
operation)



2 See

© © 0000000000000 0000000000000000000000000000O000COCIOCIOCIOCOCEOCEOCEOCOCOCOCOCOCOCOCOCOCOCOCOC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0COCOCCOCOCOCOCQOCEOCEOCEECTE

Refer to "Monitoring Using Database Multiplexing Mode" in the Cluster Operation Guide (Database Multiplexing) for details.

© 0000000000000 00000000000000000000000000O0CO0C0C0COCOCOCOCEOCIOCEOCEOCEOCEOCIOCIOCIOCIOCIOCIOCIOCIOCOCI0C0COC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0CCCQCQCOCOCEOCEOCEECEEETS

- Added tuning of abnormality monitoring

For abnormality monitoring performed by Mirroring Controller, it is now possible to select tuning for each monitoring target and
behavior when an abnormality is detected.

- Database process heartbeat monitoring
Heartbeat monitoring tuning can now be configured individually:
- Interval time
- Timeout
- Number of retries
It is now possible to select from the following behaviors when unresponsiveness is detected:
- Do not perform monitoring
- Notify messages
- Automatic degradation
- Disk abnormality monitoring
Abnormality monitoring tuning can now be configured individually:
- Interval time
- Number of retries
- Tablespace disk abnormality monitoring
It is now possible to select from the following behaviors when an abnormality is detected:
- Notify messages
- Automatic degradation

i See
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Refer to "Server Configuration File for the Database Servers" in the Cluster Operation Guide (Database Multiplexing) for details.
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Disconnection of the standby server on the primary server

Supports a detach mode, which enables the standby server to be disconnected from the primary server at any time using the mc_ctl
command.
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Refer to "mc_ctl" in the Reference for details.
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- Integration with reference jobs on the standby server
Supports the features below for improved operability of reference jobs on the standby server.
- User exit (for the state transition commands)

- Instance stoppage feature for use during disconnection
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Refer to "Referencing on the Standby Server" in the Cluster Operation Guide (Database Multiplexing) for details.
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Mirroring Controller monitoring process

If the Mirroring Controller process that performs abnormality monitoring on the database server is down or unresponsive, abnormality
detection of the Mirroring Controller monitoring process enables you to restart the Mirroring Controller process and maintain
availability.

2 See
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Refer to "Mirroring Controller Processes" in the Cluster Operation Guide (Database Multiplexing) for details.
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Selection of instance connection settings for the Mirroring Controller process

Some connection settings can now be changed when the Mirroring Controller process connects to an instance to detect failure of each
component.

- Connection destination database name
Either of the database names 'postgres' or ‘templatel' can now be selected. This makes it possible for the SQL statements issued by
Mirroring Controller to perform abnormality monitoring to identify target logs from the audit logs or server logs.

- Connection user name
The user name of any superuser can be specified. This enables instance administrator users and superusers who operate the
Mirroring Controller commands to run database multiplexing mode in different environments.

2 See

© © 0000000000000 0000000000000000000000000000O000COCIOCIOCIOCOCEOCEOCEOCOCOCOCOCOCOCOCOCOCOCOCOC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0C0COCOCCOCOCOCOCQOCEOCEOCEECTE

Refer to "Server Configuration File for the Database Servers" in the Cluster Operation Guide (Database Multiplexing) for details.
1.1.1.2 Backup/Recovery Using User Exits

The pgx_dmpall command and the pgx_rcvall command can now perform backup/recovery using user exits. Database clusters and
tablespaces can be backed up to any backup destination using a user exit (for the copy command) by any copy method.

2, See
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Refer to "Backup/Recovery Using the Copy Command" in the Operation Guide for details.
1.1.1.3 Improvements to the GUI
The WebAdmin GUI incorporates the following new features and improvements:
- Import instance
Instances created via the command line using the initdb command can be imported into and subsequently managed by WebAdmin.
Refer to "Importing Instances™ in the Installation and Setup Guide for Server for details.
- Edit instance
The following items for an instance can now be modified: Instance name, Port number, and Backup storage path.
Refer to "Editing instance information" in the Installation and Setup Guide for Server for details.
- Anomaly processing

WebAdmin now detects external changes to the port and backup_destination parameters in postgresql.conf, and provides the ability to
synchronize these parameters with the corresponding items in WebAdmin.



WebAdmin also detects external changes to Mirroring Controller configuration of cluster replication added via WebAdmin, and
disables Mirroring Controller functionality for the instance for which the anomaly is detected.

Refer to "Anomaly Detection and Resolution” in the Operation Guide for details.
- Interoperability support

WebAdmin can now be used to manage FUJITSU Enterprise Postgres 9.5 or later instances.

Refer to "[Server product type]" in "Creating an Instance™ in the Installation and Setup Guide for Server for details.
- Optional backup

Backup and restore functionality can now be disabled for an instance.

Refer to "[Backup]" in "Creating an Instance" in the Installation and Setup Guide for Server for details.
- Auto-refresh

The auto-refresh feature automatically refreshes the status of all instances at set intervals.

Refer to "Using the WebAdmin Auto-Refresh Feature™ in the Installation and Setup Guide for Server for details.
- Performance improvements

Performance has been significantly improved for various operations.

1.1.2 Security

This section explains the new feature related to security.

- Audit logs

1.1.2.1 Audit Logs

Details relating to database access can be retrieved in audit logs. Audit logs can be used to counter security threats such as unauthorized
access to the database and misuse of privileges.

25 See
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Refer to "Audit Log Feature" in the Security Operation Guide for details.
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1.1.3 Performance

This section explains the new feature added to improve performance:

- High-speed data load

1.1.3.1 High-Speed Data Load

High-speed data load executes COPY FROM commands using multiple parallel workers. Accordingly, data from files can be loaded at high
speed into FUJITSU Enterprise Postgres tables.

2, See
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Refer to "High-Speed Data Load" in the Operation Guide for details.
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1.1.4 Application Development

This section explains the new features related to application development:

- Support for variable format source code in COBOL programs

- Support for Visual Studio 2015



1.1.4.1 Support for Variable Format Source Code in COBOL Programs

For embedded SQL in COBOL, variable format source code is now supported in COBOL programs. This makes it possible to precompile
existing COBOL programs that use variable format source code as is.

2, See
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Refer to "Embedded SQL in COBOL" in the Application Development Guide for details.
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1.1.4.2 Support for Visual Studio 2015
Visual Studio 2015 is supported as a development environment of the FUJITSU Enterprise Postgres client feature for Windows(R).

2, See
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Refer to "Related Software™ in the Installation and Setup Guide for Client for details.
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1.1.4.3 Support for Visual Studio 2017

Visual Studio 2017 is supported as a development environment of the FUJITSU Enterprise Postgres client feature for Windows(R).

2 See
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Refer to "Related Software" in the Installation and Setup Guide for Client for details.

© 0 000000000000000000000000000000000000000000000000O0C0COCOCOCEOCEOCEOCIOCEOCOCOCEOCIOCIOCIOCOCIOCOCIOCOCOC0C0C0C0C0C0C0C0C0C0C0C0C0C0C0CCCCCOCOCEOCEECEEETS

1.1.5 Platform Enhancement

This section explains the new features related to platform enhancement:

- Additional operating system support for client

1.1.5.1 Additional Operating System Support for Client Feature
The following additional operating systems are supported:
- SLES 12 SP2 or later

2, See
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Refer to "Required Operating System" in the Installation and Setup Guide for Client for details.
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1.1.6 OSS

This section explains the new feature related to OSS:

- PostgreSQL rebase
- Additional supported OSS

1.1.6.1 PostgreSQL Rebase
The PostgreSQL version that FUJITSU Enterprise Postgres is based on is 10.3.



2 See
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Refer to "PostgreSQL Version Used for FUJITSU Enterprise Postgres” in the Installation and Setup Guide for Server for details.
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1.1.6.2 Additional Supported OSS
The OSS below are newly supported:
- oracle_fdw
2 See

Refer to "OSS Supported by FUJITSU Enterprise Postgres" in the General Description for details.
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IChapter 2 Compatibility Information

This chapter explains incompatible items and actions required when migrating from an earlier version to FUJITSU Enterprise Postgres 10.
Check compatibility before migrating and take the appropriate action.

Pre-migration version

9.5 9.6

Item

Changing the features targeted for installation in a 64-bit environment

Changing the access permissions of the Windows client installation directory

Changing the method of specifying the application connection switch feature

PostgreSQL compatibility of embedded SQL applications in C and COBOL

Changing Vertical Clustered Index (VCI)

Changing the maximum number of connections per server

Changing the encryption settings using the ALTER TABLESPACE statement

Changing the default configuration of the cluster system using database multiplexing

Changing the default operation when mc_ctl command options are omitted

Changing the connection settings when Mirroring Controller connects to an instance

Changing the status display of the Mirroring Controller server

<|=<|=<[=<[=<[=<|=<|<|<|<]|=<]|=<
zlz|lzlzlz|<|=<|<|<|<]|=<]|=<

Changing the operation when the synchronous_standby names parameter is changed
during database multiplexing operation

<

Changing the WebAdmin installation method

<

Changing how to use the features compatible with Oracle databases

Changing masking policy definition for unsupported data types Y N

Y: Incompatibility exists

N: Incompatibility does not exist

2.1 Installation/Setup Incompatibility

2.1.1 Changingthe Features Targeted for Installation in a 64-bit Environment

Incompatibility

In a 64-bit environment, only the 64-bit client can be installed.

Action method

If a 32-bit application is to be used, prepare a 32-bit environment and install the 32-bit client.

2.1.2 Changing the Access Permissions of the Windows Client Installation
Directory

Incompatibility

When specifying a particular installation destination for installing the Windows client, the access permissions of the installed files and folder
are the same as when the Windows client is installed in the default installation destination, which is the Program Files folder.

This incompatibility occurs with all supported Windows client operating systems. Refer to "Required Operating System" in the Installation
and Setup Guide for Client for information on the operating environment.



Action method
This change was made simply to enhance security, therefore, no action is normally required.

However, if existing access permissions are required, this change can be reverted by running /nstal/Difsetup\revert_cacls.bat as an
administrator after installation.

2.1.3 Changing the WebAdmin Installation Method

Incompatibility

In FUJITSU Enterprise Postgres 9.6 or later, WebAdmin is not installed automatically during server installation. Therefore, install
WebAdmin separately.

Action method

None.

2.2 Application Migration Incompatibility

2.2.1 Changing the Method of Specifying the Application Connection Switch
Feature

Incompatibility

The target server specified using the application connection switch feature is changed to the same name as that of PostgreSQL.

Action method

Use the FUJITSU Enterprise Postgres 10 client to execute applications that have the target server specified as the application connection
switch feature after changing the target server and specified value as listed below and recompiling.

Specified name of the target server

Usage target Before correction After correction

JDBC driver

No change

ODBC driver TargetServer target_session_attrs

.NET Data Provider target_server TargetServerType

Connection service file target_server target_session_attrs

Library (libpg) for C target_server target_session_attrs

Environment variable

Environment variable

(PGXTARGETSERVER) (PGTARGETSESSIONATTRS)
Embedded SQL target_server target_session_attrs
psql Environment variable Environment variable

(PGXTARGETSERVER)

(PGTARGETSESSIONATTRS)

Specified value for the target server

Server JDBC driver .NET Data Provider Other driver
SRlEElon GUeEr Before After Before After
correction correction correction correction
Primary server No change primary master primary read-write
Standby server No change - slave - -




Server JDBC driver .NET Data Provider Other driver
selection order Before After Before After
correction correction correction correction
Priority givento | No change prefer_standby preferSlave prefer_standby prefer-read
a standby server
Any No change - any - any

2.2.2 PostgreSQL Compatibility of Embedded SQL Applications in C and
COBOL

Incompatibility

The method of managing the nchar data type has been enhanced to enable use of embedded SQL applications in C that are compiled with
PostgreSQL.

Action method

Use the FUJITSU Enterprise Postgres 10 client to execute embedded SQL applications in C and COBOL that were compiled with FUJITSU
Enterprise Postgres 9.6 or earlier, after recompiling them with the FUJITSU Enterprise Postgres 10 client.

2.2.3 Changing Vertical Clustered Index (VCI)

Incompatibility

The functions below have been added to the functions for which VCI is not used.

Type Function

Date/time functions age(timestamp)
current_date
current_timestamp
current_time
localtime

localtimestamp

Session information current_user

functions
current_role

Action method
To use VCI, specify the second argument when using the age function, and specify other functions as subqueries.
[Example]
Before: select age(column A), current_date from table

After: select age(column A, now()), (select current_date) from table

2.2.4 Changing how to Use the Features Compatible with Oracle Databases

Incompatibility

In FUJITSU Enterprise Postgres 9.6 or later, to use the features compatible with Oracle databases, create a new instance and execute the
following command for the "postgres" and "templatel” databases:

CREATE EXTENSION oracle_compatible



Action method

None.

2.3 Operation Migration Incompatibility

2.3.1 Changing the Maximum Number of Connections per Server

Incompatibility

The maximum number of connections per server is changed from 262,143 to 65,535.

Action method

None.

2.3.2 Changing the Encryption Settings Using the ALTER TABLESPACE
Statement

Incompatibility

The ALTER TABLESPACE statement can be used to change the tablespace encryption settings if data is not stored in the tablespace.

Action method

None.

2.3.3 Changing the Default Configuration of the Cluster System Using
Database Multiplexing

Incompatibility

In FUJITSU Enterprise Postgres 10, a split brain will not occur if heartbeat monitoring using an admin network times out, so the default is
changed to a system configuration requiring an arbitration server acting as a third party.

FUJITSU Enterprise Postgres 9.6 or earlier
A cluster system comprises two database servers.
FUJITSU Enterprise Postgres 10

By default, a cluster system comprises two database servers and an arbitration server.

Action method

If selecting the same system configuration as that in FUJITSU Enterprise Postgres 9.6 or earlier, set the parameters below in the server
configuration file to perform automatic degradation unconditionally when a heartbeat abnormality is detected during OS/server heartbeat
monitoring.

- Parameter: heartbeat_error_action

- Value: fallback

2.3.4 Changing the Default Operation when mc_ctl Command Options are
Omitted

Incompatibility
In FUJITSU Enterprise Postgres 10, the default operation when the mc_ctl command options below are omitted has been changed:

- The -f option during start mode
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- The -w option during start mode
FUJITSU Enterprise Postgres 9.6 or earlier

- If the -f option is omitted, automatic switching and disconnection immediately after the startup of Mirroring Controller will not be
enabled.

- If the -w option is omitted, the system will not wait for operations to finish.
FUJITSU Enterprise Postgres 10

- Even if the -f option is omitted, automatic switching and disconnection immediately after the startup of Mirroring Controller will
be enabled.

- Even if the -w option is omitted, the system will wait for operations to finish.

Action method

If selecting the same operation as that in FUJITSU Enterprise Postgres 9.6 or earlier, take the action below when executing start mode of
the mc_ctl command.

- If the -f option is omitted, specify the -F option.

- If the -w option is omitted, specify the -W option.

2.3.5 Changing the Connection Settings when Mirroring Controller
Connects to an Instance

Incompatibility

In FUJITSU Enterprise Postgres 10, Mirroring Controller changes the connection setting below when connecting to an instance to detect
failure of each database element.

- Application name
FUJITSU Enterprise Postgres 9.6 or earlier
- The application name is an empty string.
FUJITSU Enterprise Postgres 10

- The application name is 'mc_agent'.

Action method
There is no method for changing the application name.

Therefore, if there is an application that identifies a database connection session of Mirroring Controller with the application name being
an empty string, modify the process so that identification is performed using 'mc_agent'.

2.3.6 Changing the Status Display of the Mirroring Controller Server

Incompatibility

In FUJITSU Enterprise Postgres 10, the condition for displaying an abnormality for the process (WAL receive process) that receives
transaction logs has been changed in regard to the server status display performed in status mode of the mc_ctl command of Mirroring
Controller.

- Role of the applicable server (host_role): standby (standby)
- Display item: DBMS process status (db_proc_status)

- Display content: abnormal (abnormal process name)
The applicability for incompatibility is determined based on whether 'wal_receiver' is included in the abnormality process name.
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FUJITSU Enterprise Postgres 9.6 or earlier
Displays an abnormality when Mirroring Controller detects that the WAL send process has stopped.
FUJITSU Enterprise Postgres 10

Displays an abnormality when Mirroring Controller detects that a streaming replication connection has not been established with the
primary server using the WAL receive process.

Action method

If there is an application that determines the WAL receive process status from the display content retrieved using status mode of the mc_ctl
command, modify as below to determine at the same level of accuracy as previously. However, this is not recommended due to
incompatibilities accompanying the improvement in accuracy.

- If 'wal_sender' is included in the abnormal process name displayed in the 'abnormal’ db_proc_status item of the 'primary"' host_role, it
is determined that an abnormality has occurred in the WAL receive process.

- If‘'wal_sender' is not included in the abnormal process name displayed in the 'abnormal’ db_proc_status item of the 'primary" host_role,
it is determined that an abnormality has not occurred in the WAL receive process.

2.3.7 Changing the Operation when the synchronous_standby names
Parameter is Changed during Database Multiplexing Operation

Incompatibility

In FUJITSU Enterprise Postgres 9.6 or earlier, Mirroring Controller periodically accesses the database to retrieve the
synchronous_standby_names parameter value using the SHOW command, and automatically recovers if changes are detected, in case the
user accidentally changes the synchronous_standby _names parameter in postgresqgl.conf during database multiplexing mode. However,
because this process uses the CPU of the database server for redundancy and SQL statements are executed with high frequency, these
processes are not executed by default in FUJITSU Enterprise Postgres 10.

FUJITSU Enterprise Postgres 9.6 or earlier
Mirroring Controller checks if the synchronous_standby _names parameter in postgresgl.conf has been mistakenly changed by the user.
FUJITSU Enterprise Postgres 10

By default, Mirroring Controller does not check if the synchronous_standby_names parameter in postgresql.conf has been mistakenly
changed by the user.

Action method

If selecting the same operation as that in FUJITSU Enterprise Postgres 9.6 or earlier, set the parameter below in the server definition file.
- Parameter: check_synchronous_standby_names_validation

- Value: 'on’

2.3.8 Changing Masking Policy Definition for Unsupported Data Types

Incompatibility

The data masking feature of FUJITSU Enterprise Postgres is updated so that an error occurs when a masking policy is defined for a column
of an unsupported data type (array type or timestamp with timezone type).

FUJITSU Enterprise Postgres 9.5

The definition of a masking policy for a column of array type or timestamp with timezone type ends normally, but an error occurs when
accessing a column of a table for which the policy is defined.

FUJITSU Enterprise Postgres 9.6 or later

An error occurs when defining a masking policy for a column of array type or timestamp with timezone type.
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Action method

If a policy that was defined in FUJITSU Enterprise Postgres 9.5 includes masking of a column of an unsupported data type (array type or
timestamp with timezone type), perform one of the following in FUJITSU Enterprise Postgres 9.6 or later:

- Ignore the error if the masking policy contains columns of only these data types, or delete the policy with the
pgx_drop_confidential_policy system administration function.

- If the masking policy target contains columns of these data types and a supported data type, delete the problematic columns with the
pgx_alter_confidential_policy system function.
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|Chapter 3 Program Updates

This version incorporates the updates implemented in PostgreSQL 10, 10.1, 10.2, and 10.3.

i See
Refer to the PostgreSQL Global Development Group website for information on the updates implemented in the following releases:
[PostgreSQL 10]

https://www.postgresqgl .org/docs/10/static/release-10.html

[PostgreSQL 10.1]

https://www.postgresqgl .org/docs/10/static/release-10-1._html

[PostgreSQL 10.2]

https://www.postgresqgl .org/docs/10/static/release-10-2_html

[PostgreSQL 10.3]

https://www._postgresql .org/docs/10/static/release-10-3.html

Furthermore, this version incorporates the following security update that was fixed in PostgreSQL 10.4:
- CVE-2018-1115: Too-permissive access control list on function pg_logfile_rotate()
25 See

Refer to the URL below for information on PostgreSQL security updates:

PostgreSQL Global Development Group website:

https://www._postgresql .org/about/news/1851/
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Issues that occurred in previous versions and levels are also fixed.

Refer to the following table for details of the program fixes included in this version and level.

Table 3.1 Program fixes in FUJITSU Enterprise Postgres 10

No. |Version and P number Issue
level

1 10 PH11764 [Issue]

The hugepages feature of Linux cannot be used. An error occurs when the instance is started.
FATAL: huge pages not supported on this platform

[Environment]

The following operating system is used:

- Linux

[Conditions]

1. The huge_pages parameter is set to "on" in postgresql.conf, and

2. An instance is started.

2 |10 PH13672 [Issue]

If preferSlave is specified for the targetServerType connection string parameter, the connection
destination becomes the primary server instead of the standby server.
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No. |Version and| P number Issue
level

[Environment]
One of the following operating systems is used:
- Linux
- Oracle Solaris
- Windows
[Conditions]
1. The JDBC driver is used, and
2. Multiple hosts are specified for the connection string, and
3. preferSlave is specified for the targetServerType connection string parameter, and
4. When connecting to the database, the status of the connection string host name is in the following
order: primary server, standby server

3 10 PH13782 [Issue]
Information may be tampered with on the database server using WebAdmin.
[Environment]
One of the following operating systems is used:
- Oracle Solaris
- Linux
- Windows
[Conditions]
1. WebAdmin is used, and
2. A malicious program is used to access the database server port (*1).
*1: Port number specified in the WebAdmin setup.
For Symfoware Server, the default value is 26515.
For FUJITSU Enterprise Postgres, the default value is 27515.

4 10 PH13850 [1ssue]

If a multibyte string is specified for the rpad function compatible with Oracle databases and the
specified output length is such that a fullwidth fill (padding) character cannot be added to the
specified string because there is only space available for one halfwidth character, a halfwidth space
will be inserted at the beginning of the resultant string.

[Environment]

One of the following operating systems is used:

- Linux

- Oracle Solaris

- Windows

[Conditions]

[Condition 1]

1. The rpad function (*1) compatible with Oracle databases is used, and

2. The length (*2) of the specified string is shorter than the specified output length, and

3. The fill parameter contains a fullwidth character, and
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No. |Version and| P number Issue
level
4. A fullwidth fill character is added to the specified string, which then exceeds the specified output
length, because each fullwidth character is recognized as having a length of 2.
Example of [Condition 1]
oracle.rpad("abc®,11,"2Z")
|]abcZZ_| becomes
l_abczZ]. *3)
[Condition 2]
1. The rpad function compatible with Oracle databases is used, and
2. The string parameter contains fullwidth characters, and
3. The length of the specified string is longer than the specified output length, and padding is added
to the specified multibyte string.
Example of [Condition 2]
oracle.rpad("abc¢c",5,"2")
| ab_] becomes
| _ab]. *3)
*1: oracle.rpad(string, length |, fill])
*2: In the case of halfwidth characters and characters with a width of 1 (such as =, and X) as
defined in the Unicode definitions, the character width will be counted as 1, and in the case of
fullwidth characters, the character width will be counted as 2.
*3: " _"indicates a halfwidth space
5 10 PH14386 [Issue]
An error occurs when connecting from the ODBC driver to the database.
Error message: invalid connection option "target_server"
[Environment]
The following operating system is used:
- Windows
[Conditions]
1. The ODBC driver connects to the database, and
2. libpg.dll exists in one of the following locations:
2.1 The folder where the application to be executed is stored
2.2 The Windows system folder
2.3 The Windows directory
2.4 The folder that has been set earlier than the product installation folder in the PATH environment
variable
6 10 PH14703 [Issue]

The WebAdmin start window is not displayed after WebAdmin is set up again.

[Environment]

-16 -




No.

Version and
level

P number

Issue

The following operating system is used:

- Linux

[Conditions]

1. WebAdmin setup is performed, and then

2. WebAdmin setup is removed, and then

3. WebAdmin setup is performed, and then

4. WebAdmin is started, and then

5. The WebAdmin startup URL is accessed in the browser.

10

PH15226

[Issue]

This update is to apply the updates for the security issues (*1) incorporated in PostgreSQL10.4 to
FUJITSU Enterprise Postgres, so there is no specific symptom.

*1: The applicable security issue is as follows:
- CVE-2018-1115

[Environment]

The following operating system is used:

- Linux

[Conditions]

This update is to apply the updates for the security issues incorporated in PostgreSQL10.4 to this
product, so there are no specific conditions.

Refer to the URL below for information on security issues fixed in this update:

https://www.postgresql.org/docs/10/static/release-10-4.html

10

PH15259

[Issue]

Even when a search is performed for a table that has a masking policy defined, some of the column
data may not be masked.

[Environment]

The following operating system is used:

- Linux

[Conditions]

1. The data masking feature is used, and

2. A masking policy has been defined for a table, and

3. Columns targeted for masking are specified in the selection item of the SELECT statement that
performs a search for the table in 2, and

4. Two or more columns targeted for masking are included in the selection items in the SQL
statement in 3, and

5. Columns targeted for masking are specified in the GROUP BY clause in the SQL statement in 3,
and

6. A parallel scan is selected for the SQL statement in 3.
Below is an example in the applicable SQL statement.
Example: SELECT id, id, id FROM foo WHERE id < 2 GROUP BY id;

In this case, the columns other than the last selected column will not be masked.
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No. |Version and| P number Issue
level

9 10 PH15294 [Issue]
An instance crashes when the pgx_loader command is executed in load mode while the
pg_hint_plan extension is enabled.
[Environment]
One of the following operating systems is used:
- Windows
- Linux
[Conditions]
1. The pg_hint_plan extension is enabled (*1) in all sessions, and
2. The pgx_loader command is executed in load mode.
*1: "pg_hint_plan" is specified for the shared_preload_libraries parameter in postgresql.conf, and
the instance is started.

10 |10 PH15342 [1ssue]

The message below is output and installation fails when FUJITSU Enterprise Postgres is installed:
<Message>

Version 6.1 of OS is not supported.

[Environment]

The following operating system is used:

- Linux

[Conditions]

1. The applicable operating system is Red Hat(R) Enterprise Linux(R) 6.10, and
2. One of the following is installed in the environment in 1:

- FUJITSU Enterprise Postgres Client

- FUJITSU Enterprise Postgres Standard Edition

- FUJITSU Enterprise Postgres Advanced Edition

- FUJITSU Enterprise Postgres WebAdmin

- FUJITSU Enterprise Postgres Server Assistant
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Preface

Purpose of this document
The FUJITSU Enterprise Postgres database system extends the PostgreSQL features and runs on the Linux platform.

This document describes how to install and set up "FUJITSU Enterprise Postgres".

Intended readers
This document is intended for those who install and operate FUJITSU Enterprise Postgres.
Readers of this document are assumed to have general knowledge of:
- PostgreSQL
- SQL

- Linux

Structure of this document
This document is structured as follows:
Chapter 1 Overview of Installation
Describes the installation types and procedures
Chapter 2 Operating Environment

Describes the operating environment required to use FUJITSU Enterprise Postgres

Chapter 3 Installation

Describes how to perform a new installation of FUJITSU Enterprise Postgres
Chapter 4 Setup

Describes the setup to be performed after installation
Chapter 5 Uninstallation

Describes how to uninstall FUJITSU Enterprise Postgres
Appendix A Recommended WebAdmin Environments

Describes the recommended WebAdmin environment.
Appendix B Setting Up and Removing WebAdmin

Describes how to set up and remove WebAdmin
Appendix C Configuring Parameters

Describes FUJITSU Enterprise Postgres parameters.
Appendix D Estimating Database Disk Space Requirements

Describes how to estimate database disk space requirements
Appendix E Estimating Memory Requirements

Describes the formulas for estimating memory requirements
Appendix F Quantitative Limits

Describes the quantity range
Appendix G Configuring Kernel Parameters

Describes the settings for kernel parameters
Appendix H Determining the Preferred WebAdmin Configuration

Describes the two different configurations in which WebAdmin can be used and how to select the most suitable configuration



Appendix | Supported contrib Modules and Extensions Provided by External Projects
Lists the PostgreSQL contrib modules and the extensions provided by external projects supported by FUJITSU Enterprise Postgres.
Appendix J Procedure when Modifying the Oracle JRE Installation

Describes the procedures to follow when modifying the Oracle JRE installation.

Export restrictions

Exportation/release of this document may require necessary procedures in accordance with the regulations of your resident country and/or
US export control laws.

Issue date and version

Edition 1.0: August 2018

Copyright
Copyright 2015-2018 FUJITSU LIMITED
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IChapter 1 Overview of Installation

This chapter provides an overview of FUJITSU Enterprise Postgres installation.

1.1 Features that can be Installed

Each FUJITSU Enterprise Postgres feature is installed on the machine that was used to build the database environment.

The following table shows the relationship between the product to be installed and the features that can be installed.

Feature that can be installed Product name

AE SE

Basic feature (server feature, client feature) Y Y

Y: Can be installed

1.2 Installation Types

The following three installation types are available for FUJITSU Enterprise Postgres:

- New installation
- Reinstallation

- Multi-version installation

1.2.1 New Installation

In initial installation, FUJITSU Enterprise Postgres is installed for the first time.

1.2.2 Reinstallation

Perform reinstallation to repair installed program files that have become unusable for any reason.

1.2.3 Multi-Version Installation

FUJITSU Enterprise Postgres products can be installed on the same server if the product version (indicated by "x" in "xSPZ") is different
from that of any version of the product that is already installed.

1.3 Installation Procedure

The following installation procedures are available for FUJITSU Enterprise Postgres:

- Installation in interactive mode
- Installation in silent mode

Select the installation procedure that corresponds to your environment.

1.3.1 Installation in Interactive Mode

Interactive mode enables installation to be performed while the required information is entered interactively.

In the interactive mode installation, the installation state of FUJITSU Enterprise Postgres is determined automatically. Install FUJITSU
Enterprise Postgres using one of the following installation types in accordance with the installation state:

- New installation

- Reinstallation




- Multi-version installation

1.3.2 Installation in Silent Mode

Silent mode enables installation to be performed without the need to enter any information interactively.

New installations and multi-version installations can be performed in silent mode.

1.4 Uninstallation

Uninstallation removes the system files of the installed FUJITSU Enterprise Postgres.



|Chapter 2 Operating Environment

This chapter describes the operating environment required to use FUJITSU Enterprise Postgres.

2 See
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Refer to "Operating Environment" in the Installation and Setup Guide for Client when installing the FUJITSU Enterprise Postgres client
feature at the same time.
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2.1 Required Operating System

One of the operating systems shown below is required in order to use FUJITSU Enterprise Postgres.

- RHELS.5 (Intel 64) or later
- RHEL7.2 or later
- SLES 12 SP2 or later

Qn Note

The SELinux (Security-Enhanced Linux) feature is not supported for RHELG6.

The sepgsql module, which is a PostgreSQL extension, can be used in RHEL7 or later.

PL/Python supports PostgreSQL languages based on Python 2 only.
PostgreSQL languages based on Python 3 are not supported.

RHEL7.5 or later and SLES 12 cannot be used if performing failover operation integrated with PRIMECLUSTER.

ﬂ Information

Select the x86_64 architecture package when installing the 64-bit product.

- The following packages are required for operations on RHEL6 (Intel64).

Package name Remarks
alsa-lib -
audit-libs -
dstat Required when using parallel scan.
glibc In a 64-bit environment, glibc.i686 is also required.
libicu Provides collation support.
libgcc -
libmemcached Required when using Pgpool-II.
libstdc++ -
libtool-Itdl Required when using ODBC drivers.
ncurses-libs -
nss-softokn-freebl -
pam Required when using PAM authentication.
perl-libs IFi]eS(E:IiIr:(.jl\g.hen using PL/Perl.




Package name Remarks
python-libs EZ?:::;%\.Nhen using PL/Python.
redhat-Isb -

l Required when using PL/Tcl.
Install 8.5.

unzip -

xz-libs -

zlib -

- The following packages are required for operations on RHEL?7.

Package name Remarks
alsa-lib -
audit-libs -
dstat Required when using parallel scan.
glibc In a 64-bit environment, glibc.i686 is also required.
libicu Provides collation support.
libgcc -
libmemcached Required when using Pgpool-I1.
libstdc++ -
libtool-Itdl Required when using ODBC drivers.
ncurses-libs -
net-tools -

nss-softokn-freebl

pam Required when using PAM authentication.
perl-libs ﬁ]i,?::::(.jl\ghen using PL/Perl.
python-libs IFi]eS?:Iilr;c.j;.Nhen using PL/Python.
redhat-Isb -
libselinux Required for sepgsql.
ol Required when using PL/Tcl.
Install 8.5.
unzip -
xz-libs -
zlib -

The following packages are r.

equired for operations on SLES 12.

Package name Remarks
alsa-lib -
audit-libs -
dstat Required when using parallel scan.
glibc -




Package name

Remarks

libgcc

libstdc++

libtool-Itadl

Required when using ODBC drivers.

ncurses-libs

net-tools

nss-softokn-freebl

pam Required when using PAM authentication.

perl-libs IFi]eS?:Iilr:c.jl\g/.hen using PL/Perl.

python-libs IFi]eS(tq:lilr(;(.j;vhen using PL/Python.

sysstat Requireq when using FJQSS. Set up the sar command after
installation.

ol Required when using PL/Tcl.
Install 8.5.

unzip -

xz-libs -

zlib -

glibc-32bit -

Oracle JRE 8 Required when using the installer or database multiplexing.

Use update 31 or later of the 64-bit version.

2.2

Related Software

The following table lists the software required to use FUJITSU Enterprise Postgres.

Table 2.1 Related software

FUJITSU
Enterprise
; Postgres
No. | Product name Version product Remarks
name
AE SE
1 PRIMECLUSTE | 4.5A10 (*1) Mandatory when performing
R (*1) Y Y failover operation integrated with
PRIMECLUSTER.

*1: The applicable products are shown below:

- PRIMECLUSTER Enterprise Edition

- PRIMECLUSTER HA Server

The following table lists servers that can be connected to the FUJITSU Enterprise Postgres client feature.




Table 2.2 Connectable servers
oS Product name

Windows - FUJITSU Software Enterprise Postgres Advanced Edition 9.5
Linux or later

- FUJITSU Software Enterprise Postgres Standard Edition 9.4
or later

Solaris - FUJITSU Software Enterprise Postgres Standard Edition 9.6
or later

2.3 Excluded Software

This section describes excluded software.

FUJITSU Enterprise Postgres

FUJITSU Enterprise Postgres cannot be installed if all the following conditions are met:
- The product version (indicated by "X in "x SP2") of the product to be installed is the same as that of the installed product
- The editions are different

Example

In the following cases, FUJITSU Enterprise Postgres cannot be installed as an exclusive product:
- The installed product is FUJITSU Software Enterprise Postgres Standard Edition (64bit) 9.5
- The product to be installed is FUJITSU Software Enterprise Postgres Advanced Edition (64bit) 9.5

Other products

There are no exclusive products.

2.4 Required Patches

There are no required patches.

2.5 Hardware Environment

The following hardware is required to use FUJITSU Enterprise Postgres.

Memory
At least 512 MB of memory is required.

2.6 Disk Space Required for Installation

The following table shows the disk space requirements for new installation of FUJITSU Enterprise Postgres. If necessary, increase the size
of the file system.

Table 2.3 Disk space required for installation

Directory ReqUi(Bér:ﬂit(:ii,\sﬂlé)space
Jetc 1+1(*1)
Ivar 1+4(*1) +1 (*2)
fopt 105 (1) +1 (*2)
Installation destination of the server 242




Directory Requi([]e:it(:jil\s/ll;)space
Installation destination of WebAdmin 429
Installation destination of the client (32-bit) 77
Installation destination of the client (64-bit) 82

*1: Required for the installation of the Uninstall (middleware) tool.

*2: Required for the installation of FJQSS.

2.7 Supported System Environment

This section describes the supported system environment.

2.7.1 TCP/IP Protocol

FUJITSU Enterprise Postgres supports version 4 and 6 (IPv4 and IPv6) of TCP/IP protocols.

L:n Note

Do not use link-local addresses if TCP/IP protocol version 6 addresses are used.

2.7.2 File System

All file systems with a POSIX-compliant interface are supported.

However, for stable system operation, the disk where the database is deployed must use a highly reliable file system. Consider this aspect
when selecting the file system to be used.

The recommended file system is "ext4".

2.8 PostgreSQL Version Used for FUJITSU Enterprise Postgres

FUJITSU Enterprise Postgres is based on PostgreSQL 10.3.

2.9 Notes on Using Streaming Replication

To use streaming replication, build the primary server and all standby servers using the same FUJITSU Enterprise Postgres version (*1).

*1: The product version is indicated by "x" in the notation "x SPZ".

4}1 Note

Streaming replication cannot be used in combination with Open Source PostgreSQL.



IChapter 3 Installation

This chapter explains each of the installation procedures of FUJITSU Enterprise Postgres.

3.1 Pre-installation Tasks

Check the system environment below before installing FUJITSU Enterprise Postgres.

Check the disk space
Ensure that there is sufficient disk space to install FUJITSU Enterprise Postgres.
Refer to "2.6 Disk Space Required for Installation™ for information on the required disk space.

Reconfigure the disk partition if disk space is insufficient.

Set JAVA_HOME (SLES 12 only)
Ensure that Oracle JRE 8 is installed, and export the JAVA_HOME environment variable.

#export JAVA_HOME="or acl eJre8I nstal I Di r"

Refer to "Appendix J Procedure when Modifying the Oracle JRE Installation” for information on modifying Oracle JRE after installation.

Check the installed product and determine the installation method
Using the operation shown below, start Uninstall (middleware), and check the installed products.

Example

# /opt/FJSVcir/cimanager.sh -c
Loading Uninstaller...

Currently installed products
- product Name
pr oduct Nanme
pr oduct Nane
pr oduct Nane
pr oduct Nane

a b~ WONP

Type [number] to select the software you want to uninstall.
[number,q]

:>q

Exiting Uninstaller.

If FUJITSU Enterprise Postgres is already installed, determine which installation method to use:
- Reinstallation

- Multi-version installation

Remove applied updates

If you perform reinstallation as the installation method, remove applied updates using the procedure shown below.

4}1 Note

If a product is installed without removing applied updates, the following problems will occur:



- Performing reinstallation

If an update with the same update and version number is applied, an error informing you that the update has already been applied is
displayed.
Perform reinstallation after removing the update.

1. Display the applied updates

Execute the following command to display the applied updates:

# /opt/FJSVfupde/bin/uam showup

2. Remove the updates

Execute the command below to remove the updates. If an update with the same update number was applied more than once, the updates
are removed in order, starting from the highest version number.

# /opt/FJISVfupde/bin/uam remove -i updat e- nunber

Determine the preferred WebAdmin configuration
Starting with FUJITSU Enterprise Postgres 9.5, WebAdmin can be installed in two configurations:
- Single-server
- Multiserver

Refer to "Appendix H Determining the Preferred WebAdmin Configuration™ for details.

3.2 Installation in Interactive Mode

Install according to the following procedure:

Qn Note

The following characters can be used as input values:

Alphanumeric characters, hyphens, commas and forward slashes

E) Point
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For installation in interactive mode, default values are set for the installation information. The following settings can be changed for a new
installation or a multi-version installation:

- Installation directory
- WebAdmin setup information, if WebAdmin is selected
To change the port number, confirm that it is an unused port number between 1024 and 32767.
1. Stop applications and the client program
If the installation method is one of the following, the applications and the program must be stopped:
- Reinstallation
Before starting the installation, stop the following:
- Applications that use the product

- Instance



- Web server feature of WebAdmin
Execute the WebAdminStop command to stop the Web server feature of WebAdmin.

Example

If WebAdmin is installed in /opt/fsepv<x>webadmin:

# cd /opt/fsepv<x>webadmin/sbin
# ./WebAdminStop

- Mirroring Controller

Execute the mc_ctl command with the stop mode option specified and stop the Mirroring Controller.

Example

$ mc_ctl stop -M /mcdir/instl

- pgBadger
- Pgpool-II

2. Change to the superuser

Run the following command to switch to the superuser on the system.

$ su -
Password:******

3. Mount the DVD drive

Insert the server program DVD into the DVD drive, and run the command given below.

Example

# mount -t 1s09660 -r -o loop /dev/dvd /media/dvd

/dev/dvd is the DVD drive device, and /media/dvd is the mount point (which must already exist before calling the command).

4}1 Note

If the DVD was mounted automatically using the automatic mount daemon (autofs), "noexec" is set as the mount option, so the installer may
fail to start. In this case, use the mount command to remount the DVD correctly, and then run the installation. Note that the mount options

of a mounted DVD can be checked by executing the mount command without any arguments.

4. Run the installation
Execute the following command:

Example

# cd /media/dvd
# ./install.sh

In the example above, /media/dvd is the DVD mount point.

5. Select the product for installation

The list of installation target products is displayed.
Type the number for the product to be installed, or "all", and press Enter.

-10 -



;ﬂ Information

- The FUJITSU Enterprise Postgres Server component and WebAdmin can be installed on the same machine by selecting the first and
last options.

- If the selected product has been installed, a window for selecting reinstallation or multi-version installation is displayed for each
product. Follow the on-screen instructions to select the installation method.

6. Check the settings

The window for checking the installation information is displayed.
Type "y" and press Enter to start the installation.

To change the settings, type "c", press Enter, and follow the on-screen instructions. This option is not displayed if there is no information
that can be modified.

If you have not set up WebAdmin during installation, refer to "Appendix B Setting Up and Removing WebAdmin" for details.

7. Check the changed settings

If the installation information has been modified, the new installation information is displayed.
Type "y" and press Enter to start the installation.
To change the settings again, type "c" and press Enter.

8. Display the installation status
When the installation is started, the installation status is displayed.
Note that even if WebAdmin setup fails, the process will continue.

If the following message is displayed, manually execute WebAdmin setup after installation is completed.
Refer to "B.1 Setting Up WebAdmin™ for information on the WebAdmin setup procedure.

Starting setup.

Setting up WebAdmin.

ERROR: WebAdmin setup failed.

9. Finish the installation

When the installation is complete, a message is displayed showing the status.
If installation was successful, a message like the one shown below is displayed:

Installed successfully.

QJT Note

If an error occurs during the installation, read the error message and remove the cause of the error, and then reexecute the install.sh
command.

3.3 Installation in Silent Mode

Installation in silent mode can be performed only when the installation method is one of the following:

- New installation

- Multi-version installation

-11 -
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Refer to the FUJITSU Enterprise Postgres product website for information on installation in silent mode, such as the installation parameters
and error messages.
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The installation procedure is described below.

1. Change to the superuser

Run the following command to switch to the superuser on the system.

$ su -
Password:******

2. Mount the DVD drive

Insert the server program DVD into the DVD drive, and run the command given below.

Example

# mount -t 1s09660 -r -o loop /dev/dvd /media/dvd

/dev/dvd is the DVD drive device, and /media/dvd is the mount point (which must already exist before calling the command).

Qn Note

If the DVD was mounted automatically using the automatic mount daemon (autofs), "noexec" is set as the mount option, so the installer may
fail to start. In this case, use the mount command to remount the DVD correctly, and then run the installation. Note that the mount options
of a mounted DVD can be checked by executing the mount command without any arguments.

3. Create an installation parameters CSV file

Consider the features that will be required for system operations, and then create an installation parameters CSV file that uses the following
specification format.

secti onNane, paraneterNanme, val ue
secti onNane, paraneterNanme, val ue

;ﬂ Information

4. Run the installation
Execute the following command:

Example

# cd /media/dvd
# _/silent.sh /home/work/inspara.csv

In the example above, /media/dvd is the DVD mount point, and /home/work/inspara.csv is the installation parameter CSV.

If the installer ends in an error, a message is output to the log file and return values are returned.
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3.4 Post-installation Tasks

To use the features compatible with Oracle databases, it is necessary to load the Oracle compatibility module. Refer to "Precautions when
Using the Features Compatible with Oracle Databases" in the Application Development Guide for details.
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IChapter 4 Setup

This chapter describes the setup procedures to be performed after installation completes.

4.1 Operating Method Types and Selection

This section describes how to operate FUJITSU Enterprise Postgres.

There are two methods of managing FUJITSU Enterprise Postgres operations - select one that suits your purposes:

The Operation Guide describes the operating method using WebAdmin, and the equivalent operating method using the server commands.

Simple operation management using a web-based GUI tool (WebAdmin)
Suitable when using frequently used basic settings and operations for operation management.

This method allows you to perform simple daily tasks such as starting the system before beginning business, and stopping the system when

business is over, using an intuitive operation.

Usage method

Usage is started by using WebAdmin to create the instance.

By using an external scheduler and the pgx_dmpall command, periodic backups can be performed, which can then be used in recovery

using WebAdmin.

& Note

- Do not use a server command other than pgx_dmpall or a server application. Operation modes that use server commands and server
applications cannot be used in conjunction with WebAdmin. If used, WebAdmin will not be able to manage the instances correctly.
In addition, to perform a backup by copy command from the pgx_dmpall command, select the operating method using the server

commands.

Refer to Reference and the PostgreSQL Documentation for information on server commands and server applications.

Advanced operation management using server commands

When operating in a system that is automated by operation management middleware (Systemwalker Centric Manager, for example), this

method allows you to use more detailed settings and operations and perform higher level operation management.

An overview of the operating method using the GUI, and its relationship with the operating method using the server commands, are shown

below.

Refer to the Operation Guide for details.

Operation

Operation with the GUI

Operation with commands

Setup

Creating an instance

WebAdmin is used.

The server machine capacity, and the
optimum parameter for operations
using WebAdmin, are set
automatically.

The configuration file is edited
directly using the initdb command.

Creating a standby instance

WebAdmin is used.

WebAdmin performs a base backup
of the source instance and creates a
standby instance.

A standby instance is created using
the pg_basebackup command.

Changing the configuration
files

WebAdmin is used.

The configuration file is edited
directly.

Activating and stopping an instance

WebAdmin is used.

The pg_ctl command is used.
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Operation Operation with the GUI Operation with commands

Creating a database This is defined using pgAdmin of the GUI tool, or using the psgl command or
the application after specifying the DDL statement.
Backing up the database WebAdmin, or the pgx_dmpall It is recommended that the
command, is used. pgx_dmpall command be used.
Recovery to the latest database can be
performed.
Database recovery WebAdmin is used. To use the backup that was

performed using the pgx_dmpall
command, the pgx_rcvall command

is used.
Monitoring Database errors The status in the WebAdmin window | The messages that are output to the
can be checked. (*1) database server log are monitored
(*1)
Disk space The status in the WebAdmin window | This is monitored using the df

can be checked. A warning will be command of the operating system,
displayed if the free space falls below | for example. (*1)
20%. (*1)

Connection status This can be checked using pgAdmin of the GUI tool, or referencing
pg_stat_activity of the standard statistics view from psql or the application.

*1: This can be used together with system log monitoring using operations management middleware (Systemwalker Centric Manager, for
example).

2 See

© © 000000000 000000000000000000000000000000000000000000000000000000000000000000000000000000000000O0CS

Refer to "Periodic Operations™ and "Actions when an Error Occurs" in the Operation Guide for information on monitoring and database
recovery.
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4.2 Preparations for Setup

This section describes the preparation required before setting up FUJITSU Enterprise Postgres.

4.2.1 Creating an Instance Administrator

Decide which OS user account will be assigned the instance administrator role. You can assign it to a new user or to an existing one, but
you cannot assign it to the OS superuser (root).

The following example shows an OS user account with the name "fsepuser" being assigned the instance administrator role.

Example

# useradd fsepuser
# passwd fsepuser

QJT Note

The following note applies if using WebAdmin for operations:

- If the password is changed for the user account of the instance administrator, set the changed password using ALTER ROLE WITH
ENCRYPTED PASSWORD. This will encrypt the password with the default MD5 algorithm. To encrypt the password with the
SCRAM-SHA-256 algorithm, set the password encryption parameter to "scram-sha-256" using SET password_encryption = ‘scram-
sha-256" prior to using the ALTER ROLE function.
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4.2.2 Preparing Directories for Resource Deployment

Prepare the directories required when creating instances.

Considerations when deploying resources

The disk configuration on the resource deployment destination is important, because it affects not only recovery following disk corruption,
but normal operation as well. The points for determining the disk configuration are as follows:

1. Ifthe backup data storage destination and the data storage destination are both lost, it will not be possible to recover the data, so deploy
them to separate disks.

2. To shorten the recovery time following a single disk fault, deploy the system disk and data storage destination to separate disks.

3. The backup data storage destination requires at least double the capacity of the data storage destination, so deploy it to the disk with
the most space available.

4. When large amounts of data are updated, the write-to load for the data storage destination, transaction log storage destination, and
backup data storage destination (mirrored transaction log) will also be great. For this reason, deploy them to separate disks, out of
consideration for performance.

& Note

When using the volume manager provided by the operating system, be aware of which physical disk the file system has been created on,
for example, by deploying the data storage destination and the backup data storage destination to separate disks.

Serverresource of FUJITSU Enterprise Postgres

System disk

FUJITSU Enterprise e =
Postgres Corefile

Data storage destination Backup data storage destination

Trans:‘at;onlog 1 e b

Archivelog transaction
G ’a

Backup _ i

eI —" 'I;é-lilesp_é(-:é

Database cluster TS

‘-\-\_\-‘_‘_‘—-—\_

*1: To distribute the /O load, place the transaction log on a different disk from the data storage destination.
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Resource Role

Database cluster The area where the database is stored. It is a collection of databases
managed by an instance.

Tablespace Stores table files and index files in a separate area from the database
cluster.
Transaction log Stores log information in preparation for a crash recovery or rollback.

This is the same as the WAL (Write Ahead Log).

Archive log Stores log information for recovery

Mirrored transaction log (mirrored | Enables a database cluster to be restored to the state immediately before
WAL) an error even if both the database cluster and transaction log fail when
performing backup/recovery operations using the pgx_dmpall
command or WebAdmin.

Corefile FUJITSU Enterprise Postgres process corefile output when an error
occurs with a FUJITSU Enterprise Postgres process.

Examples of disk deployment

The following are examples of disk deployment:

Number of disks Disk Deployment
3 System disk FUJITSU Enterprise Postgres program
Corefile
Connected physical disk Data storage destination, transaction log storage
destination
Connected physical disk Backup data storage destination
2 System disk FUJITSU Enterprise Postgres program
Corefile
Data storage destination, transaction log storage
destination
Connected physical disk Backup data storage destination

Proposal for disk deployment using WebAdmin

To generate an instance using WebAdmin, we recommend an optimum deployment that takes into account the status of all disks at the time
of instance generation, and items 1 to 3 in the "Considerations when deploying resources" subheading above, based on the limitations below
(note that a different deployment can also be specified).

- The mount point does not include national characters

- The instance administrator has the proper permissions to read and write on the mount point

Preparing directories
The directories to be prepared depend on the way that you create the instances.

The following shows the directories that need to be prepared:

Directory to be prepared Using WebAdmin Using the initdb
command
Data storage destination Y (*1) Y
Backup data storage destination Y (*1) (*4) o
Transaction log storage destination O (*1) (*2) o

-17 -



Directory to be prepared Using WebAdmin Using the initdb

command
Corefile output destination N (*3) 0
Y: Required
O: Optional

N: Not required
*1: WebAdmin automatically creates a directory

*2: The default is to create in a directory in the data storage destination. When it is necessary to distribute the 1/0 load for the database data
and the transaction log, consider putting the transaction log storage destination on a different disk from the data storage destination

*3: The corefile path is as follows:

/var/tmp/fsep_version/instanceAdminUser_instanceNamePortNumber/core

version: product version_edition_architecture

Note: The product version is normally the version of WebAdmin used to create the instance. For example, WebAdmin 9.6 allows a user
to create a FUJITSU Enterprise Postgres 9.5 instance on a database server having WebAdmin 9.5. In this case, because WebAdmin 9.5
is used to create the instance, the product version will be "95".

instanceAdminUser. operating system user name

PortNumber. port number specified when creating the instance
Example:
Ivar/tmpl/fsep_10_AE_64/naomi_myinst27599/core

Note that resources placed in /var/tmp that have not been accessed for 30 days or more will be deleted by the default settings of the operating
system. Consider excluding them from deletion targets or changing the output destination in the operating system settings.

To change the output destination, configure the core_directory and the core_contents parameters in postgresql.conf. Refer to "Parameters"
in the Operation Guide for information on the settings for these parameters.

*4: This directory is required when instance backup is enabled.

& Note

- The directories must meet the following conditions:
- The directory owner must be the OS user account that you want to be the instance administrator
- The directory must have write permission
- The directory must be empty

- It is not possible to use a directory mounted by NFS (Network File System) when using WebAdmin.

Example

The following example shows the OS superuser creating /database/inst1 as the directory for storing the database data and changing the
owner of the directory to the OS user account "fsepuser".

# mkdir -p /database/instl
# chown -R fsepuser:fsepuser /database/instl
# chmod 700 /database/instl

4.2.3 Estimating Resources

Estimate the resources to be used on the FUJITSU Enterprise Postgres.

Refer to "Appendix D Estimating Database Disk Space Requirements"” for information on estimating database disk space requirements.

-18 -



Refer to "Parameters automatically set by WebAdmin according to the amount of memory" when creating multiple instances with
WebAdmin.

Refer to "Appendix E Estimating Memory Requirements™ when creating instances with the initdb command, to estimate memory usage.

4.2.4 Configuring Corefile Names

If a process crashes, a corefile for the process will be generated by the operating system. If a corefile is generated with the same name as
an existing corefile generated for a different process, the newly-generated corefile will overwrite the previously dumped corefile. To prevent
this, configure a unique corefile name for each crash by appending the process ID, program name, and datetime.

Corefile names can be configured using the "kernel.core_pattern” and "kernel.core_uses_pid" kernel parameters.
Refer to the "man page™ in "core(5)" for information on how to use these parameters.

Note that with regard to the location for storing corefiles, the operating system settings take precedence over the core_directory parameter
of postgresql.conf.

4.3 Creating Instances

There are two methods that can be used to create an instance:

- 4.3.1 Using WebAdmin
- 4.3.2 Using the initdb Command

Creating multiple instances
Multiple instances can be created.

The memory allocated needs to be adjusted when multiple instances are created with WebAdmin (refer to "Parameters automatically set by
WebAdmin according to the amount of memory" for details).

Features that cannot be set up using WebAdmin
The "Storage data protection using transparent data encryption™ feature cannot be set up using WebAdmin.

To set up this feature in an instance created by WebAdmin, perform the additional setup tasks detailed in "Storage Data Protection using
Transparent Data Encryption" in the Operation Guide.

gn Note

- Instances created using the initdb command (command line instances) can be managed using WebAdmin, however, they must first be
imported into WebAdmin. Refer to "4.3.1.4 Importing Instances" for details.

- Always use WebAdmin to delete instances that were created or imported using WebAdmin. Because WebAdmin management
information cannot be deleted, WebAdmin will determine that the instance is abnormal.

- Databases with the names 'template0' and ‘templatel' are automatically created when an instance is created.
These databases are used as the templates for databases created later. Furthermore, a default database with the name 'postgres' is
automatically created, which will be used with FUJITSU Enterprise Postgres commands. It is important that you do not delete these
databases created by default.

4.3.1 Using WebAdmin

This section describes how to create an instance using WebAdmin.

WebAdmin must be set up correctly before it can be used. Refer to "B.1 Setting Up WebAdmin" for details. Additionally, if WebAdmin
needs to be configured to use an external repository database, refer to "B.3 Using an External Repository for WebAdmin" for details.

It is recommended to use the following browsers with WebAdmin:
- Internet Explorer 11

- Microsoft Edge (Build 38)
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WebAdmin will work with other browsers, such as Firefox and Chrome, however, the look and feel may be slightly different.
Configure your browser to allow cookies and pop-up requests from the server on which FUJITSU Enterprise Postgres is installed.

Refer to "Appendix A Recommended WebAdmin Environments" for information on how to change the pop-up request settings and other
recommended settings.

Qn Note

- WebAdmin does not run in Windows(R) safe mode.
- If the same instance is operated from multiple WebAdmin windows, it will not work correctly.

- Ifthe same instance is operated from multiple WebAdmin versions, it will not work correctly. It is always recommended to use the latest
version of WebAdmin to operate the instance.

- For efficient use of WebAdmin, it is recommended not to use the browser [Back] and [Forward] navigation buttons, the [Refresh]
button, and context-sensitive menus, including equivalent keyboard shortcuts.

- Copying and pasting the WebAdmin URLSs are not supported. Additionally, bookmarking of WebAdmin URLSs is not supported.
- It is recommended to match the language between the instance server locale and WebAdmin.

- WebAdmin supports only two languages: English and Japanese.

- It is recommended to change the WebAdmin language setting from the instance details page only.

- It is recommended to operate WebAdmin using the WebAdmin launcher.

- WebAdmin uses the labels "Data storage path", "Backup storage path™ and "Transaction log path" to indicate "data storage destination”,
"backup data storage destination" and "transaction log storage destination" respectively. In this manual these terms are used
interchangeably.

- Ifthe browser was not operated for a fixed period (about 30 minutes), the session will time out and the login page will be displayed again
for the next operation.

- Port access permissions
If a port is blocked (access permissions have not been granted) by a firewall, enable use of the port by granting access. Refer to the
vendor document for information on how to grant port access permissions.
Consider the security risks carefully when opening ports.

- When creating or importing an instance in WebAdmin, set the log_directory parameter in postgresql.conf to '/var/tmp/fsep_version
instanceAdminUser_instanceNamePortNumberilog'. Note that resources placed in /var/tmp that have not been accessed for 30 days or
more will be deleted by the default settings of the operating system. Therefore, consider excluding instances created using WebAdmin
from deletion targets in the operating system settings if you need to stop those instances for a long time.

4.3.1.1 Logging in to WebAdmin

This section describes how to log in to WebAdmin.

Activation URL for WebAdmin

In the browser address bar, type the activation URL of the WebAdmin window in the following format:

http://host NameOr | pAddr ess -por t Nunber /

- hostNameOrlpAddress. Host name or IP address of the server where WebAdmin is installed.

- portNumber. Port number of WebAdmin. The default port number is 27515.

The activation URL window shown below is displayed. From this window you can launch WebAdmin or access the product documentation.

-20 -



FUJITSU Enterprise Postgres FUﬁTSU
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Launch WebAdmin

Explore
Documentation

© FUJITSU LIMITED 2018

Logging in to the database server

Click [Launch WebAdmin] in the activation URL window to activate WebAdmin and display the login window. Enter the instance
administrator user 1D (operating system user account name) and password, and log in to WebAdmin.

4.3.1.2 Creating an Instance

This section describes how to create an instance.

_ﬂ| Information

© © 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000000CO0CO0COCOCOCOCOCOCOCOCE

WebAdmin calculates values using the formula indicated in "Managing Kernel Resources” under "Server Administration” in the

PostgreSQL Documentation, and configures these in the kernel parameters. Refer to "Appendix G Configuring Kernel Parameters" for
information on configuring parameter names.

Refer to "Appendix C Configuring Parameters" for information on the postgresql.conf values required to derive the set values.
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1. Activate WebAdmin, and log in to the database server.

2. In the [Instances] tab, click =
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3. Enter the information for the instance to be created.

i
[

@ FUJITSU Enterprise Postgres English v fsepuser v FUjiTsu
&8 Instances Create instance v @
B iy wallet
* indicates required field(s)
£ Settings i i i - i
Configuration type Standalone configuration v
Server product type FUJITSU Enterprise Postgres 10 v

Standalone configuration

Location Local v

Instance name . \.n;ll.

Instance port ” 27500

Data storage path * /database/fsep/instl/data

Backup Enabled . . . v Backup storage path * ../’databaselfsep/inst’l./backup
Transaction log path /database/fsep/inst1/transactionlog

Encoding UTF8 v

Enter the following items:

[Configuration type]: Whether to create a standalone instance or an instance that is part of a cluster.

- [Server product type]: Whether to create a FUJITSU Enterprise Postgres 9.5 instance, a FUJITSU Enterprise Postgres 9.6
instance or a FUJITSU Enterprise Postgres 10 instance. The default is "FUJITSU Enterprise Postgres 10".

WebAdmin can create and manage instances that are compatible with FUJITSU Enterprise Postgres 9.5 or FUJITSU Enterprise
Postgres 9.6, however, the new features in FUJITSU Enterprise Postgres 10 may not be supported for such instances, and may
be disabled.

- [Location]: Whether to create the instance in the server that the current user is logged into, or in a remote server. The default is
"Local", which will create the instance in the server machine where WebAdmin is currently running.

- [Instance name]: Name of the database instance to manage
The name must meet the conditions below:
- Maximum of 16 characters
- The first character must be an ASCII alphabetic character

- The other characters must be ASCII alphanumeric characters

[Instance port]: Port number of the database server

[Data storage path]: Directory where the database data will be stored

[Backup]: Whether to enable or disable the WebAdmin backup feature. The default is "Enabled". Select "Disabled" to disable
all backup and restore functionality for the instance.

If "Enabled" is selected, enter the following item:

- [Backup storage path]: Directory where the database backup will be stored

[Transaction log path]: Directory where the transaction log will be stored
- [Encoding]: Database encoding system

If "Remote" is selected for [Location], enter the following additional items:
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- [Host name]: Name of the host where the instance is to be created

- [Operating system credential]: Operating system user name and password for the remote machine where the instance is to be
created

- [Remote WebAdmin port for standalone]: Port in which WebAdmin is accessible in the remote machine

Qn Note

- Refer to "4.2.2 Preparing Directories for Resource Deployment" - "Considerations when deploying resources" for information
on points to consider when determining the data storage path, backup storage path, and transaction log path.

- The following items can be modified after the instance has been created. These items can be modified for any instance except for
instances compatible with FUJITSU Enterprise Postgres 9.5.

- Instance name
- Port number
- Backup storage path
Refer to "Editing instance information" for details.

- Do not specify directories that include symbolic link or multibyte characters when specifying the data storage destination or
backup data storage destination.

- In the instance that is created using WebAdmin, the locale of the character set to be used in the database, and the locale of the
collating sequence, are fixed using C.

- For enhanced security, WebAdmin encrypts the superuser password using SCRAM-SHA-256 authentication for all FUJITSU
Enterprise Postgres 10 instances. The client/driver must therefore support SCRAM-SHA-256 authentication if they need to
connect to FUJITSU Enterprise Postgres 10 instances created by WebAdmin with superuser credentials.

4. Click s to create the instance.

If the instance is created successfully, a message indicating the same will be displayed.
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5. The instance will be started when it is created successfully.

| (=) FUNITSU Enterprise Postgres ot v toopares .
| Instances * & 2.0 inst1 B 8 < @ B, 0 0 &2
| B My wallet Lost refreshed @ minute ago ..
| ~  Summary
| y__
| £ settings i
| OXom  osboxes:27500
cxxxa Title inst1 (osboxes:27500)
Server type FUJTSU Enterprise Postgres SE Linux 64-bit
A,

Version PostgreSQL 10.3 m

Server up time 2 zeconds m

Enceding uTFe

Instance type Standalone

~ Storage summary

Data storage status Neormal

fdatabase/fsep/instl/data
Data storage path 5

i

Backup storage status Mormal

‘database/fsep/inst1/backup/backy;
Backup storage path i P ik P Data storage Backup storage

Backup time 2018-05-02 12:44:02

6. Back up the basic information that was set

Back up the WebAdmin management information periodically to ensure operational continuity when a fault occurs on the system
disk. Follow the procedure below to perform the backup.

a. Stop the WebAdmin server. Refer to "B.1.3 Stopping the Web Server Feature of WebAdmin" for details.
b. Back up the following directory:

webAdm nl nst al | Di r /data/fepwa

4.3.1.3 Changing Instance Settings
You can change the information that is set when an instance is created.
Change the following settings to suit the operating and management environment for FUJITSU Enterprise Postgres.
- Instance configuration

- Character encoding

Communication
- SQL options

- Memory

Streaming replication
- Changing client authentication information

- Editing instance information
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;ﬂ Information

These settings are the same as the parameters that can be set in the files shown below. Refer to "Appendix C Configuring Parameters" for
information on the equivalence relationship between the item name and the parameter.

- postgresqgl.conf

- pg_hba.conf

The files shown below can also be modified directly, however if a parameter not described in "Appendix C Configuring Parameters™ was
edited by mistake, WebAdmin may not run correctly.

- postgresql.conf

- pg_hba.conf

Instance configuration

1. Start WebAdmin and log in to the database server.
2. Inthe [Instances] tab, click .
3. Click § to change the configuration.

4. Click sg® to save your changes.

2 See
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Select a client-side encoding system that can be converted to/from the database encoding system. Refer to "Automatic Character Set
Conversion Between Server and Client" in "Server Administration™” in the PostgreSQL Documentation for information on the
encoding system combinations that can be converted.

© 0000000000000 00000000000000000000000000000000000O0CO0C0CL0COCOCOCOCOCOCOCOCOCO00C0C0C0C00000000000000000000000000

Changing client authentication information

1. Start WebAdmin and log in to the database server.
2. Inthe [Instances] tab, click 2.
Click =k to register new authentication information.
To change authentication information, select the information, and then click 4.

To delete authentication information, select the information, and then click JIIJ .

L}T Note

When creating the instance, do not delete the entry below, because it is a connection required for WebAdmin to monitor the
operational status of the database:
Type=local, Database=all, User=all, and Method=md5

Editing instance information
Use the [Edit instance] page to modify the following items for an instance:
- Instance name

- Port number
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- Backup storage path
1. In the [Instances] tab, click & The [Edit instance] page is displayed.
2. Modify the relevant items.
If [Backup storage path] is changed, [Backup management] is enabled. Select the required option:
Retain existing backup: Create a backup in [Backup storage path] and retain the existing backup in its original location.

Copy existing backup to new path: Copy the existing backup to [Backup storage path]. A new backup will not be created. The existing
backup will be retained in its original location.

Move existing backup to new path: Move the existing backup to [Backup storage path]. A new backup will not be created.

Remove existing backup: Create a backup in [Backup storage path]. The existing backup will be removed.

3. Click sg# to save your changes.

gn Note

- The [Edit instance] page is also displayed when the user selects 'Navigate to the "Edit instance"” page' from the [Anomaly Error] dialog
box. Refer to "Anomaly Detection and Resolution™ in the Operation Guide for information on what takes place when an anomaly is
detected.

- When [Instance name] or [Instance port] is modified, the log_directory and core_directory parameters in postgresql.conf are updated.
Also, the specified directories are created if they do not exist.

Refer to “4.3.1.4 Importing Instances” for information on the format of these directories.

4.3.1.4 Importing Instances

Instances can be created using WebAdmin, or via the command line using the initdb command. Instances created using the initdb command
(command line instances) can be managed using WebAdmin, however, they must first be imported into WebAdmin.

This section explains how to import command line instances into WebAdmin.
1. In the [Instances] tab, click i The [Import instance] page is displayed.

2. Enter the information for the instance being imported. Refer to "4.3.1.2 Creating an Instance" for information on the items that need
to be entered.

3. Click sg to import the instance.

& Note

- Importing neither starts nor stops the instance.
- The following restrictions apply to instance import:
- Any instance already managed by WebAdmin cannot be imported again.
- The postgresql.conf file must be located in the same directory as [Data storage path].
- Read/write permissions are required for [Data storage path].
- The location specified in postgresql.conf for the following files must not have been changed:
- hba_file
- ident_file

- If the instance is part of a cluster that is monitored by Mirroring Controller, WebAdmin will be unable to detect the Mirroring
Controller settings.

- Instances making use of Mirroring Controller functionality should not be imported, because subsequent operations on those
instances may cause unexpected and undesirable side-effects.
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- Itis not possible to import and operate an instance that uses a directory mounted by Network File System (NFS).

- You must make the following changes to the parameters in postgresgl.conf prior to importing the instance in WebAdmin.

Parameter Requirements

port The port parameter should be uncommented.

The log_directory and core_directory parameters in postgresql.conf are updated during import. Also, the specified directories are
created if they do not exist.

The format of these directories is as follows:

log_directory: ‘/varltmpl/fsep_versionl instanceAdminUser_instanceNamePortNumberllog'
core_directory: ‘/var/tmp/fsep_versionl instanceAdminUser_instanceNamePortNumbericore'
version. product version_edition_architecture

instanceAdminUser. operating system user name

PortNumber. port number specified when creating the instance

Examples:

log_directory: ‘/var/tmp/fsep_10_AE_64/naomi_myinst27599/log'

core_directory: ‘/var/tmp/fsep_10_AE_64/naomi_myinst27599/core’

- When a standby instance is imported, a valid entry, using the IP address of the standby instance, must exist in the pg_hba.conf file
of the master instance to allow the standby instance to connect to the master instance.

- When a standby instance is imported, the value for "host™ in the primary_conninfo parameter of recovery.conf should match the
host name of the master instance.

- Instances created by other operating systems cannot be imported.

- 1faFUJITSU Enterprise Postgres 10 instance is being imported while it is running, WebAdmin will encrypt the superuser password
using SCRAM-SHA-256 authentication.

4.3.2 Using the initdb Command

This section describes the procedure to create an instance using the initdb command.

L:n Note

If a port is blocked (access permissions have not been granted) by a firewall, enable use of the port by granting access. Refer to the vendor
document for information on how to grant port access permissions.
Consider the security risks carefully when opening ports.

4.3.2.1 Editing Kernel Parameters
Refer to "Appendix G Configuring Kernel Parameters" prior to editing these settings.

After the settings are complete, check the command specifications of the relevant operating system and restart the system if required.

4.3.2.2 Creating an Instance

Create an instance, with the database cluster storage destination specified in the PGDATA environment variable or in the -D option.
Furthermore, the user that executed the initdb command becomes the instance administrator.
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Q)] Note
- Instances created using the initdb command (command line instances) can be managed using WebAdmin, however, they must first be

imported into WebAdmin. Refer to "4.3.1.4 Importing Instances" for details.

- If creating multiple instances, ensure that there is no duplication of port numbers or the directories that store database clusters.

2, See
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Refer to "initdb" in "Reference" in the PostgreSQL Documentation for information on the initdb command.
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The procedure to create an instance is described below.
1. Use the OS user account that you want as the instance administrator.
Connect with the server using the OS user account that you want as the instance administrator.

You cannot use the OS superuser (root).

The following example shows the OS superuser connected to the server being changed to the OS user account "fsepuser”.

Example

# su fsepuser

2. Configure the environment variables

Configure the environment variables in the server with the newly created instance.
Set the following environment variables:
- PATH environment variables
Add the installation directory "/bin".
- MANPATH environment variables
Add the installation directory "/share/man".
- LD_LIBRARY_PATH environment variables
Add the installation directory "/lib".

Example

The following example configures environment variables when the installation directory is "/opt/fsepv<x>server64".
Note that "<x>" indicates the product version.

sh, bash

$ PATH=/opt/fsepv<x>server64/bin:$PATH ; export PATH
$ MANPATH=/opt/fsepv<x>server64/share/man:$MANPATH ; export MANPATH
$ LD_LIBRARY_PATH=/opt/fsepv<x>server64/lib:$LD_LIBRARY_PATH ; export LD_LIBRARY_PATH

csh, tcsh

$ setenv PATH /opt/fsepv<x>server64/bin:$PATH
$ setenv MANPATH /opt/fsepv<x>server64/share/man:$MANPATH
$ setenv LD_LIBRARY_PATH /opt/fsepv<x>server64/lib:$LD_LIBRARY_PATH

3. Create a database cluster
Create the database cluster with the initdb command, specifying the storage destination directory.

Specify the transaction log storage destination and the locale setting option as required.

-28 -



Example

$ initdb -D /database/instl --waldir=/transaction/instl --Ilc-collate="C" --lc-ctype="C" --
encoding=UTF8

E’ Point
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In some features, instance names are requested, and those names are required to uniquely identify the instance within the system.
These features allow names that conform to WebAdmin naming conventions, so refer to the following points when determining the
names:

- Maximum of 16 characters
- The first character must be ASCII alphabetic character

- The other characters must be ASCII alphanumeric characters

© 0000000000000 00000000000000000000000000000000000O0CO0C0CL0COCOCOCOCOCOCOCOCOCO00C0C0C0C00000000000000000000000000

Ln Note

- To balance 1/0 load, consider deploying the transaction log storage destination to a disk device other than the database cluster
storage destination and the backup data storage destination.

- Specify "C" or "POSIX" for collation and character category. Performance deteriorates if you specify a value other than "C" or
"POSIX", although the behavior will follow the rules for particular languages, countries and regions. Furthermore, this may need
to be revised when running applications on systems with different locales.

For example, specify as follows:

initdb --locale="C" --lc-messages="C"

- Specify the same string in the LANG environment variable of the terminal that starts FUJITSU Enterprise Postgres as was
specified in Ic-messages of initdb (Ic_messages of postgresql.conf). If the same string is not specified, messages displayed on the
terminal that was started, as well as messages output to the log file specified in the -1 option of the pg_ctl command or the postgres
command used for startup, may not be output correctly.

- Specify an encoding system other than SQL_ASCII for the database. If SQL_ASCII is used, there is no guarantee that the
encryption system for data in the database will be consistent, depending on the application used to insert the data.

2, See
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Referto "Locale Support" in "Localization" in "Server Administration™ in the PostgreSQL Documentation for information on locales.
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. Set port number.

Specify a port number in the port parameter of postgresqgl.conf. Ensure that the specified port number is not already used for other
software. If a port number is not specified, "27500" is selected.

Register the specified port numbers in the /etc/services file if WebAdmin is used to create other instances. WebAdmin uses the /etc/
services file to check if port numbers specified as available candidates have been duplicated.

Register any name as the service name.
. Set the corefile output destination.

Specify the output destination of the corefile, which can later be used to collect information for investigation, by setting the
core_directory and core_contents parameters of postgresgl.conf.
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& See
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Refer to "Parameters™ in the Operation Guide for information on the settings for these parameters.
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6. Set the backup storage destination.

Specify the backup data storage destination and other backup settings when backup is to be performed as a provision against database
errors.

2, See
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Refer to "Backup Methods" in the Operation Guide for information on specifying backup settings.
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7. Start an instance.
Start with the start mode of the pg_ctl command.
If either of the following conditions are met, the message "FATAL :the database system is starting up(11189)" may be output.
- An application, command, or process connects to the database while the instance is starting
- An instance was started without the -W option specified

This message is output by the pg_ctl command to check if the instance has started successfully.
Therefore, ignore this message if there are no other applications, commands, or processes that connect to the database.

Example

$ pg_ctl start -D /database/instl

2 See
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Refer to "pg_ctl" in "Reference™ in the PostgreSQL Documentation for information on the pg_ctl command.
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& Note

If the -W option is specified, the command will return without waiting for the instance to start. Therefore, it may be unclear as to
whether instance startup was successful or failed.

4.4 Configuring Remote Connections

This section describes the settings required when connecting remotely to FUJITSU Enterprise Postgres from a database application or a
client command.

4.4.1 When an Instance was Created with WebAdmin

Settings related to connection
The default is to accept connections from remote computers to the database.
Change "listen_addresses" in postgresgl.conf to modify the default behavior.

Refer to "Appendix C Configuring Parameters™ for information on postgresgl.conf.

Client Authentication Information settings
The following content is set by default when WebAdmin is used to create an instance.

- Authentication of remote connections from local machines is performed.
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When changing Client Authentication Information, select [Client Authentication] from [Setting], and then change the settings.

4.4.2 When an Instance was Created with the initdb Command

Connection settings
The default setting only permits local connections from the client to the database. Remote connections are not accepted.
Change "listen_addresses" in postgresgl.conf to perform remote connection.
All remote connections will be allowed when changed as shown below.

Example

listen_addresses = "**

Also, configure the parameters shown below in accordance with the applications and number of client command connections.

Parameter name Parameter description

superuser_reserved_connections Number of connections reserved for database maintenance, for example backup or
index rebuilding. If you need to simultaneously perform a large number of
processes that exceed the default value, change this value accordingly.

max_connections Set the value as:

numberOfSimultaneousConnections Tolnstance +
superuser_reserved_connections

Client authentication information settings

When trying to connect from a client to a database, settings are required to determine whether the instance permits connections from the
client - if it does, then it is possible to make settings to determine if authentication is required.

2, See
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Refer to "The pg_hba.conf File" in "Server Administration" in the PostgreSQL Documentation for details.
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4.5 Other Settings

This section describes settings that are useful for operations.

4.5.1 Error Log Settings

This section explains the settings necessary to monitor errors in applications and operations, and to make discovering the causes easier.

Make error log settings only when instances are created with the initdb command.
When creating instances with WebAdmin, these settings are already made and hence do not need to be set.

Furthermore, some parameters are used by WebAdmin, and if changed, may cause WebAdmin to no longer work properly. Refer to
"Appendix C Configuring Parameters" for details.

4}1 Note

Set the output destination for the system log to the server log so that it cannot be viewed by administrators of other instances.
Application errors are output to the system log or server log. The output destination directory for the system log and server log should have
access permissions set so that they cannot be viewed by people other than the instance administrator.

Edit the following parameters in postgresql.conf:
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Parameter name Parameter description How to enable the settings

syslog_ident Used to specify labels to attach to messages, so that these can | reload option of the pg_ctl mode
be identified when output to the system log if more than one
FUJITSU Enterprise Postgres is used.

logging_collector Specify "on" to ensure that messages are output by FUJITSU | restart option of the pg_ctl mode
Enterprise Postgres to the server log file. The server log file
is created in the pg_log directory in the database cluster.

log_destination Specify "stderr,syslog" to output messages from FUJITSU | reload option of the pg_ctl mode
Enterprise Postgres to the screen and either the system log or
the event log.

log_line_prefix Specify information to be added at the start of messages reload option of the pg_ctl mode
output by an instance. This information is useful for
automatic monitoring of messages.

You can output the SQLSTATE value, output time,
executing host, application name, and user ID.

Refer to "What To Log" in the PostgreSQL Documentation
for details.

Example: log_line_prefix = '%e: %t [%p]: [%]-1] user =
%u,db = %d,remote = %r app = %a '

E) Point
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- If you want fewer application errors being output to the system log, refer to "When To Log" and "What To Log" in the PostgreSQL
Documentation for information on how to reduce the output messages.

- If you want to separate errors output from other software, refer to "Where To Log" in the PostgreSQL Documentation to change the
output destination to the server log file rather than the system log.
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4.5.2 Configuring Automatic Start and Stop of an Instance

You can automatically start or stop an instance when the operating system on the database server is started or stopped.

Use the following procedure to configure automatic start and stop of an instance.

Note that, if an instance is activated in a failover operation, the cluster system will control the start or stop, therefore this feature should not
be used. Also, when performing database multiplexing, refer to "Enabling Automatic Start and Stop of Mirroring Controller and
Multiplexed Instances" in the Cluster Operation Guide (Database Multiplexing).

Note that "<x>" in paths indicates the product version.
If using an rc script
1. Set the OS user account of the instance administrator

If you logged in using the OS user account of the instance administrator, set the environment variables required for starting the
instance.

2. Copy the shell script and set access permissions

Copy the sample shell script (stored in the location shown below) to /etc/init.d, then set and register the access rights. After that, revise
the shell script according to the target instance.

fujitsuEnterprisePostgreslnstallDir/share/rc_fsepsvoi.sample
The content to be revised is as follows:
- Inthe "SYMDATA" variable, set the data storage destination.

- Inthe "SYMUSER" variable, set the OS user account of the instance administrator mentioned in step 1.
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- Ensure that the file name in "/var/lock/subsys" of the "LOCKFILE" variable is the same as the shell script name.

Example

In the following example, the installation directory is "/opt/fsepv<x>server64”, and the shell script has been created as

"rc_fsepsvoi_inst1".

# cp /opt/fsepv<x>server64/share/rc_fsepsvoi.sample Zetc/init.d/rc_fsepsvoi_instl
# chmod 755 /etc/init.d/rc_fsepsvoi_instl

3. Register and enable automatic start and stop

As the OS superuser, execute the chkconfig command to register and enable the script.

Execute "chkconfig --add" to register the script, and execute "chkconfig --level" to set the run level and enable the script.

Example

# chkconfig --add rc_fsepsvoi_instl
# chkconfig --level 35 rc_fsepsvoi_instl on

If using systemd

1. Create a unit file

Copy the unit file sample stored in the directory below, and revise it to match the target instance.

fujitsuEnterprisePostgreslnstall Dir/share/fsepsvoi.service.sample

Example

In the following example, the installation directory is "/opt/fsepv<x>server64"”, and the instance name is “inst1".

# cp /opt/fsepv<x>server64/share/fsepsvoi.service.sample /usr/lib/systemd/system/
fsepsvoi_instl.service

Revise the underlined portions of the options below in the unit file.

Section Option Specified value Description
Unit Description FUJITSU Enterprise Postgres Specifies the feature overview.
Instancelvame Specifies the name of the target
instance. (*1)
Service ExecStart 'Ibin/bash -c ' installDifbin/pgx_symstd start | Command to be executed when the
InstallDir dataStorageDestinationDir service is started.
ExecStop 'fbin/bash -c 'installDirlbin/pgx_symstd stop | Command to be executed when the
installDir dataStorageDestinationDir service is stopped.
ExecReload | '/bin/bash -c 'installDirlbin/pgx_symstd Command to be executed when the
reload installDir dataStorageDestinationDir | service is reloaded
User User OS user account of the instance
administrator.
Group Group Group to which the instance

administrator user belongs.

*1: The instance name should be as follows:

If WebAdmin is used to create the instance: instanceName

If the initdb command is used to create the instance: name Thatldentifies Thelnstance
The naming conventions for the instance name or for identifying the instance are as follows:

- Up to 16 bytes

- The first character must be an ASCII alphabetic character
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- The other characters must be ASCII alphanumeric characters
2. Enable automatic start and stop
As the OS superuser, use the systemctl command to enable automatic start and stop.

Example

# systemctl enable fsepsvoi_instl._service

4.5.3 Settings when Using the features compatible with Oracle databases

The compatibility feature for Oracle databases enables FUJITSU Enterprise Postgres to be used without any special settings by creating a
database instance. Note that settings are required only when using the SUBSTR function.

2, See
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Refer to "Notes on SUBSTR" in the Application Development Guide for details.
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4.6 Integration with Message-Monitoring Software

To monitor messages output by FUJITSU Enterprise Postgres using software, configure the product to monitor SQLSTATE, instead of the
message text - this is because the latter may change when FUJITSU Enterprise Postgres is upgraded.

Configure FUJITSU Enterprise Postgres to output messages in a format that can be read by the message-monitoring software by specifying
"%e" in the log_line_prefix parameter of postgresql.conf to output the SQLSTATE value.

A setting example is shown below - it outputs the output time, executing host, application name, and user ID, in addition to the SQLSTATE
value.

Example

log_line_prefix = "%e: %t [%pl: [%I1-1] user = %u,db = %d,remote = %r app = %a

2, See
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Refer to "What To Log" in the PostgreSQL Documentation for information on how to configure the settings.
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4.7 Setting Up OSS

This section explains how to set up OSS supported by FUJITSU Enterprise Postgres.

ﬂ Information

- In this section, the applicable database that enables the features of each OSS is described as “postgres".

- Execute CREATE EXTENSION for the "templatel" database also, so that each OSS can be used by default when creating a new
database.

Refer to "OSS Supported by FUJITSU Enterprise Postgres™ in the General Description for information on OSS other than those described
below.

4.7.1 oracle fdw

The following preparation is required to use oracle_fdw.

1. Add the path of the OCI library to the environment variable.
Add the installation path of the OCI library to the LD_LIBRARY_PATH environment variable.
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2. Restart FUJITSU Enterprise Postgres.

3. Run CREATE EXTENSION for the database that will use this feature.
Use the psgl command to connect to the "postgres™ database.

H Example
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postgres=# CREATE EXTENSION oracle_fdw;
CREATE EXTENSION
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;ﬂ Information

- If the OCI library is not installed on the server, install it using the Oracle client or Oracle Instant Client.
Refer to the relevant Oracle manual for information on the installation procedure.

- If the version of the OCI library is updated, change the path of the OCI library in the LD_LIBRARY_PATH environment variable to
the updated path.

This feature cannot be used on instances created in WebAdmin. It can only be used via server commands.

4.7.2 pg_bigm

The following preparation is required to use pg_bigm.

1. Set the postgresql.conf file parameters.
Add "pg_bigm" to the shared_preload_libraries parameter.

2. Restart FUJITSU Enterprise Postgres.

3. Run CREATE EXTENSION for the database that will use this feature.
Use the psgl command to connect to the "postgres™ database.

jﬂ Example

© 0000000000000 0000000000000000000000000000000000COC0C0COCOCOCOCOCOCOCCOCOCO00C00C00C000000000000000000000000000

postgres=# CREATE EXTENSION pg_bigm;
CREATE EXTENSION
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4.7.3 pg_repack

The following preparation is required to use pg_repack.

1. Run CREATE EXTENSION for the database that will use this feature.
Use the psgl command to connect to the "postgres™ database.

jpﬂ Example
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postgres=# CREATE EXTENSION pg_repack;
CREATE EXTENSION
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4.7.4 pg_rman

No preparation is required to use pg_rman..
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;ﬂ Information

Before initialization of the backup catalog, it is recommended to set the parameters below in postgresgl.conf. Refer to the pg_rman manual
(http://ossc-db.github.io/pg_rman/index-ja.html) for details.

- log_directory
- archive_mode

- archive_command

This feature cannot be used on instances created in WebAdmin. It can only be used via server commands.

4.7.5 pg_statsinfo

The following preparation is required to use pg_statsinfo.

1. Set the postgresql.conf file parameters.
- Add "pg_statsinfo" to the shared_preload_libraries parameter.
- Specify the log file name for the log_filename parameter.

2. Restart FUJITSU Enterprise Postgres.

;ﬂ Information

Note that pg_statsinfo forcibly overwrites the settings below.
- log_destination
"csvlog" is added and "stderr" is deleted.
- logging_collector

"on" is set.

This feature cannot be used on instances created in WebAdmin. It can only be used via server commands.

4.7.6 pgBadger

The following preparation is required to use pgBadger.

1. Set the postgresql.conf file parameters.
Set the parameters so that the information required for analysis is output to the server log.
Refer to "Documentation™ in the pgBadger website (http://dalibo.github.io/pgbadger/) for details.

2. Restart FUJITSU Enterprise Postgres.

4.7.7 Pgpool-Il

The following preparation is required to use Pgpool-II.

Perform the following operations on the DB server:
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1. Run CREATE EXTENSION for the database that will use this feature.
Use the psgl command to connect to the "postgres” database.

jpﬂ Example
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postgres=# CREATE EXTENSION pgpool_recovery;
CREATE EXTENSION
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2. Set the postgresgl.conf file parameters.
Specify the path to pg_ctl for the pgpool.pg_ctl parameter.

3. Restart FUJITSU Enterprise Postgres.

& Note

The online recovery feature of Pgpool-Il cannot be used on instances created in WebAdmin. It can only be used via server commands.

4.8 Deleting Instances

This section explains how to delete an instance.

- 4.8.1 Using WebAdmin

- 4.8.2 Using Server Commands

QJ] Note
- Always use WebAdmin to delete instances that were created or imported using WebAdmin. Because WebAdmin management
information cannot be deleted, WebAdmin will determine that the instance is abnormal.
- If you have set automatic start and stop of the instance, execute the following commands to disable the script and cancel registration.
If using systemd

chkconfig named Shel | Scri pt For Aut omati cSt art AndSt op off
chkconfig --del nameO Shel | Scri pt For Aut omati cSt art AndSt op
rm /etc/init.d/nane Shel | Scri pt For Aut onati cSt art AndSt op

Example

# chkconfig rc_fsepsvoi_instl off
# chkconfig --del rc_fsepsvoi_instl
# rm /etc/init.d/rc_fsepsvoi_instl

If using systemd

systemctl disable nameOf Unit Fil eThat Perf or nsAut onati cStart AndSt op

rm /usr/lib/systemd/system/naneC Uni t Fi | eThat Per f or nsAut onat i cSt ar t AndSt op

Example

# systemctl disable fsepsvoi_instl._service
# rm /usr/lib/systemd/system/fsepsvoi_instl.service

4.8.1 Using WebAdmin

This section explains how to delete an instance using WebAdmin.

Use the following procedure to delete an instance.
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1. Stop the instance
In the [Instances] tab, select the instance to stop and click O
2