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Fujitsu Enterprise Postgres  
 
Urgent notification  
 
 

Global Support News and IMPORTANT update information - No. GSI26-H017-01 

 

This is to inform you  of  the impact on Fujitsu Enterprise Postgres of the recent security vulnerability  CVE-
2026-54291  reported by PostgreSQL JDBC Driver community.  

 

Fujitsu Limited  

July 15, 2026 

 

 
[Incident management number] PH25478  

 

- De scrip t ion: 

In the  Postg re SQL JDBC Drive r, fo r conne ct ions whe re  channe lBind ing =req uire  was sp ecified , the re  
was a p ossib ility that  the  authe nt icat ion m e thod  could  b e  downg rad ed  from  SCRAM-SHA-256-
PLUS with channe l b ind ing  to  stand ard  SCRAM-SHA-256 without  channe l b ind ing  without  the  
use r’s knowled g e . As a re sult , the re  was a  risk that  the  p ro tect ion against  m an-in-the -m idd le  
a t tacks could  b e  lost . 

This is CVE-2026-54291 vulne rab ility re ported  by Postg reSQL JDBC Drive r com m unity. 

 

- Prod ucts and  ve rsions affe cte d : 

Version 16:  
Fujit su Ente rp rise  Postg re s Com m unity Ed it ion Clie nt  16 fo r Linux 

Fujit su Ente rp rise  Postg re s Com m unity Ed it ion Clie nt  16 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Clie nt  16/16SP1 fo r Linux 

Fujit su Ente rp rise  Postg re s Clie nt  16/16SP1 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Clie nt  with Cryp tog rap hic Mod ule  16 fo r Linux 

Fujit su Ente rp rise  Postg re s Clie nt  with Cryp tog rap hic Mod ule  16 fo r Wind o ws 

 

Version 17:  
Fujit su Ente rp rise  Postg re s Com m unity Ed it ion Clie nt  17 fo r Linux 

Fujit su Ente rp rise  Postg re s Com m unity Ed it ion Clie nt  17 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Clie nt  17/17SP1/17SP2 fo r Linux 

Fujit su Ente rp rise  Postg re s Clie nt  17/17SP1/17SP2 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Clie nt  with Cryp tog rap hic Mod ule  17 fo r Linux 

Incident Information  

https://nvd.nist.gov/vuln/detail/CVE-2026-54291
https://nvd.nist.gov/vuln/detail/CVE-2026-54291
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Fujit su Ente rp rise  Postg re s Clie nt  with Cryp tog rap hic Mod ule  17 fo r Wind o ws 

 

Version 1 8: 
Fujit su Ente rp rise  Postg re s Com m unity Ed it ion Clie nt  18 fo r Linux 

Fujit su Ente rp rise  Postg re s Com m unity Ed it ion Clie nt  18 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Clie nt  18/18SP1/18SP2 fo r Linux 

Fujit su Ente rp rise  Postg re s Clie nt  18/18SP1/18SP2 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Clie nt  with Cryp tog rap hic Mod ule  18 fo r Linux 

Fujit su Ente rp rise  Postg re s Clie nt  with Cryp tog rap hic Mod ule  18 fo r Wind o ws 

 

 

 

Re port  
c lassificat ion 

[x] Incid e nt   [] Deg rad at ion (EVL-UP) [] Caut ions 
[] App licat ion recom m end ed  

Im pact  on 
op e rat ion 

Sile nt  channe l b ind ing  authent icat ion d owng rade  via unsupported  
ce rt ificate  alg orithm s. 

Re cove ry tasks [] Require d   [x] Not  req uired  
Occurre nce  
freq ue ncy 

[x] Always  [] Rare ly  [] Random   
[] Othe r () 

Workaround  [] Ye s  [x] No 
 

 

 
1. Issue  and  cond it ions to  re p rod uce  issue  

[Issue ] 

In the  Postg re SQL JDBC Drive r, fo r conne ct ions whe re  channe lBind ing =req uire  was sp ecified , 
the re  was a  possib ility that  the  authe nt icat ion m e thod  could  be  downg rade d  from  SCRAM-SHA-
256-PLUS with channe l b ind ing  to  standard  SCRAM-SHA-256 without  channe l b ind ing  without  
the  use r’s knowledg e . As a re sult , the re  was a  risk that  the  p rote ct ion against  m an-in-the -m idd le  
a t tacks could  b e  lost . 

[Environm e nt] 
- Linux 

- Windows 

 

[Cond it ions] 

1) If you are  using  an app licat ion that  use s the  Postg reSQL JDBC Drive r. AND  

2) When channe lBind ing=re quire  is sp ecifie d  in the  connect ion op t ions. 

 

2. Cause  

The re  we re  issue s in Postg reSQL JDBC Drive r channe l b ind ing  e nforcem ent . 

 

3. How to avo id  the  issue  

Ap p ly p atch when re lease d  by Fujit su. 

Detailed Information  
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A community patch has been released, and a corresponding Fujitsu Enterprise Postgres patch (for 
version 16-18) to follow. A notification will be sent to when the patch is made available.  

 

Contact your Fujitsu service support center.  

 

[Workaround]  

None.  

 

4. Recovery measures after the issue occurs  

None.  

 

5. Other  

None.  

 

[Revision history]  

First edition  
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