
 

FUJITSU-PUBLIC Uncontrolled  if printed  1 of 4   © Fujitsu 202 6 

 
Fujitsu Enterprise Postgres  
 
Urgent notification  
 
 

Global Support News and IMPORTANT update information - No. GSI26-H012-01 

 

This is to inform you  of  the impact on Fujitsu Enterprise Postgres of the recent security vulnerability  CVE-
2026-6478  reported by OSS PostgreSQL community.  

 

Fujitsu Limited  

May 15, 2026 

 

 
[Incident management number] PH25253 , PH25254 , PH25255 , PH25256 , PH25257  

 

- De scrip t ion: 

Using  m e m cpy() and  st rcm p () for m e m ory com p arisons d uring  the  authe nt icat ion p roce ss m ay 
cause  t im ing  at tacks. 

This is CVE-2026-6478 vulne rab ility re p orte d  by Postg re SQL com m unity. 

 

- Prod ucts and  ve rsions affe cte d : 

Version 14:  

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 for Linux 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14 for Wind ows 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 for Linux on Z 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 for Linux on IBM Powe r(R) 

FUJITSU Ente rp rise  Postg re s Stand ard  Ed it ion 14 for Linux 

FUJITSU Ente rp rise  Postg re s Stand ard  Ed it ion 14 for Windows 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 Ope rator Bund le  for Kub e rne te s 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 Ope rator Bund le  for Kub e rne te s on Z 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 Ope rator Bund le  for Kub e rne te s on IBM 
Powe r(R) 

 

Version 15:  

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 for Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15 for Wind ows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  15 for Linux 

Incident Information  

https://www.postgresql.org/support/security/CVE-2026-6478/
https://www.postgresql.org/support/security/CVE-2026-6478/
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Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 for Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  15 for Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15 for Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  15 for Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 15/15SP1 for Linux 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 15 for Windows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 Op e rator Bund le  for Kub e rne te s 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 Op e rator Bund le  for Kub e rne te s on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15 Op e rator Bund le  for Kub e rne te s on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  15 for Kub e rne te s 

 

Version 16:  

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 for Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 for Wind ows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  16 for Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 for Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  16 for Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 for Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  16 for Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 16/16SP1 for Linux 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 16/16SP1 for Wind ows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 Op e rator Bund le  for Kub e rne te s 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 Op e rator Bund le  for Kub e rne te s on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 Op e rator Bund le  for Kub e rne te s on IBM 
Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  16 for Kub e rne te s 

 

Version 17:  

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1/17SP2 for Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1/17SP2 for Windows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  17 for Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1 for Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  17 for Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1 for Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  17 for Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 17/17SP1/17SP2 for Linux 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 17/17SP1/17SP2 for Windows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1/17SP2 Op e rator Bund le  for Kub e rne te s 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1 Op e rator Bund le  for Kub e rne te s on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1 Op e rator Bund le  for Kub e rne te s on IBM 
Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with Cryp tog raphic Mod ule  17 for Kub e rne te s 
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Version 1 8: 

Fujitsu Enterprise Postgres Advanced Edition 1 8/18SP1 for Linux  

Fujitsu Enterprise Postgres Advanced Edition 1 8/18SP1 for Windows  

Fujitsu Enterprise Postgres Advanced Edition with Cryptographic Module 1 8 for Linux  

Fujitsu Enterprise Postgres Standard Edition 1 8/18SP1 for Linux  

Fujitsu Enterprise Postgres Standard Edition 1 8/18SP1 for Windows  

Fujitsu Enterprise Postgres Advanced Edition 1 8/18SP1 Operator Bundle for Kubernetes  

Fujitsu Enterprise Postgres Advanced Edition with Cryptographic Module 1 8 for Kubernetes  

 

 

 

Report 
classification  

[x] Incid e nt   [] De g rad at ion (EVL-UP) [] Caut ions 
[] Ap p licat ion re com m e nd e d  

Im p act  on 
op e rat ion 

Exe cut ing  the  crafte d  authe nt icat ion p roce ss m ay cause  t im ing  at tacks. 

Re cove ry tasks [] Re q uire d   [x] Not  re q uire d  
Occurre nce  
fre q ue ncy 

[x] Always   [] Rare ly  [] Rand om   
[] Othe r () 

Workaround  [] Ye s  [x] No 
 

 

 
1. Issue  and  cond it ions to  re p rod uce  issue  

[Issue ] 

Using  m e m cpy() and  st rcm p () for m e m ory com p arisons d uring  the  authe nt icat ion p roce ss m ay 
cause  t im ing  at tacks. 

[Environm e nt] 
- Linux 

- Wind ows 

 

[Cond it ions] 

1) Exe cute  the  crafte d  authe nt icat ion p roce ss. 

 

2. Cause  

The re  we re  issue s in e xe cut ing  the  crafte d  authe nt icat ion p roce ss. 

 

3. How to  avoid  the  issue  

Ap p ly p atch whe n re le ase d  by Fujit su.  
A com m unity p atch (for ve rsion 14-18) will b e  re le ase d  soon, and  a  corre sp ond ing  Fujit su 
Ente rp rise  Postg re s p atch (for ve rsion 14-18) to  fo llow. A not ificat ion will b e  se nt  to  whe n the  p atch is 
m ad e  availab le . 

 

Detailed Information  
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[Workaround]  

None.  

 

4. Recovery measures after the issue occurs  

None.  

 

5. Other  

None.  

 

[Revision history]  

First edition  
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