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Fujitsu Enterprise Postgres  
 
Urgent notification  
 
 

Global Support News and IMPORTANT update information - No. GSI25-H006-01 

 

This is to inform you  of  the impact on Fujitsu Enterprise Postgres of the recent security vulnerability  CVE-
2025-12817  reported by OSS PostgreSQL community.  

 

Fujitsu Limited  

Nov 14, 2025 

 

 
[Incident management number] PH24958, PH24959, PH24960, PH24961, PH24962  

 

- De scrip t ion: 

In CREATE STATISTICS com m and , insuffic ie nt  che cks of CREATE p rivilege s fo r sche m a allowed  
tab le  owne rs to  create  sta t ist ics in any sche m a, po tent ially le ad ing  to  unexp ected  nam e  collisions. 

This is CVE-2025-12817 vulne rab ility re ported  by Postg reSQL com m unity. 

 

- Prod ucts and  ve rsions affe cte d : 

Version 13:  
FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 13/13SP1/13SP1A for Linux 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 13/13SP1/13SP1A for Wind ows 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 13 fo r Linux on Z 

FUJITSU Ente rp rise  Postg re s Stand ard  Ed it ion 13/13SP1/13SP1A for Linux 

FUJITSU Ente rp rise  Postg re s Stand ard  Ed it ion 13 fo r Wind ows 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 13 Op e rato r Bund le  fo r Kub e rne te s 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 13 Op e rato r Bund le  fo r Kub e rne te s on Z 

 

Version 14:  
FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 fo r Linux 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14 fo r Wind ows 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 fo r Linux on Z 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 fo r Linux on IBM Po we r(R) 

FUJITSU Ente rp rise  Postg re s Stand ard  Ed it ion 14 fo r Linux 

FUJITSU Ente rp rise  Postg re s Stand ard  Ed it ion 14 fo r Wind ows 

Incident Information  

https://www.postgresql.org/support/security/CVE-2025-12817/
https://www.postgresql.org/support/security/CVE-2025-12817/
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FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 Op e rato r Bund le  fo r Kub e rne te s 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 Op e rato r Bund le  fo r Kub e rne te s on Z 

FUJITSU Ente rp rise  Postg re s Ad vance d  Ed it ion 14/14SP1 Op e rato r Bund le  fo r Kub e rne te s on IBM 
Powe r(R) 

 

Version 15:  
Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 fo r Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  15 fo r Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 fo r Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  15 fo r Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15 fo r Linux on IBM Po we r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  15 fo r Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 15/15SP1 fo r Linux 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 15 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 Op e rato r Bund le  fo r Kub e rne te s 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15/15SP1/15SP2 Op e rato r Bund le  fo r Kub e rne te s on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 15 Op e rato r Bund le  fo r Kub e rne te s on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  15 fo r Kub e rne te s 

 

Version 16:  
Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 fo r Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  16 fo r Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 fo r Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  16 fo r Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 fo r Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  16 fo r Linux on IBM Powe r(R) 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 16/16SP1 fo r Linux 

Fujit su Ente rp rise  Postg re s Stand ard  Ed it ion 16/16SP1 fo r Wind ows 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 Op e rato r Bund le  fo r Kub e rne te s 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 Op e rato r Bund le  fo r Kub e rne te s on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 16/16SP1 Op e rato r Bund le  fo r Kub e rne te s on IBM 
Powe r(R) 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  16 fo r Kub e rne te s 

 

Version 17:  
Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1/17SP2 fo r Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1/17SP2 fo r Wind o ws 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  17 fo r Linux 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion 17/17SP1 fo r Linux on Z 

Fujit su Ente rp rise  Postg re s Ad vance d  Ed it ion with  Cryp tog rap hic Mod ule  17 fo r Linux on Z 
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Fujitsu Enterprise Postgres Advanced Edition 17 /17SP1 for Linux on IBM Power(R)  

Fujitsu Enterprise Postgres Advanced Edition with Cryptographic Module 17 for Linux on IBM Power(R)  

Fujitsu Enterprise Postgres Standard Edition 17 /17SP1/17SP2 for Linux  

Fujitsu Enterprise Postgres Standard Edition 17 /17SP1/17SP2 for Windows  

Fujitsu Enterprise Postgres Advanced Edition 17 /17SP1/17SP2 Operator Bundle for Kubernetes  

Fujitsu Enterprise Postgres Advanced Edition 17 /17SP1 Operator Bundle for Kubernetes on Z  

Fujitsu Enterprise Postgres Advanced Edition 17 /17SP1 Operator Bundle for Kubernetes on IBM 
Power(R)  

Fujitsu Enterprise Postgres Advanced Edition with Cryptographic Module 17 for Kubernetes  

 

 

 

Report 
classification  

[x] Incid e nt   [] Deg rad at ion (EVL-UP) [] Caut ions 
[] App licat ion recom m end ed  

Im pact  on 
op e rat ion 

In CREATE STATISTICS command, insufficient checks of CREATE privileges for schema 
allowed table owners to create statistics in any schema, potentially leading to 
unexpected name collisions. 

Re cove ry tasks [] Require d   [x] Not  req uired  
Occurre nce  
freq ue ncy 

[x] Always  [] Rare ly  [] Random   
[] Othe r () 

Workaround  [] Ye s  [x] No 
 

 

 
1. Issue  and  cond it ions to  re p rod uce  issue  

[Issue ] 

In CREATE STATISTICS com m and , insuffic ie nt  che cks of CREATE p rivilege s fo r sche m a allowed  
tab le  owne rs to  create  sta t ist ics in any sche m a, po tent ially le ad ing  to  unexp ected  nam e  
collisions.  

[Environm e nt] 
- Linux 

- Windows 

 

[Cond it ions] 

1) Execut ing  CREATE STATISTICS com m and . AND  

2) Cre at ing  an ob ject  with the  sam e  nam e  as the  sta t ist ics contained  in the  sche m a. 

 

2. Cause  

The re  we re  issue s in CREATE STATISTICS com m and . 

 

3. How to avo id  the  issue  

Ap p ly p atch when re lease d  by Fujit su. 
A com m unity p atch (fo r ve rsion 13-17) will b e  re le ased  soon, and  a corre spond ing  Fujit su Ente rp rise  

Detailed Information  



 

FUJITSU-PUBLIC Uncontrolled  if printed  4 of 4   © Fujitsu 202 5 

Postgres patch (for version 13 -17) to follow. A notification will be sent to when the patch is made 
available.  
 

Contact your Fujitsu service support center.  

 

[Workaround]  

None.  

 

4. Recovery measures after the issue occurs  

None.  

 

5. Other  

None.  

 

[Revision history]  

First edition  
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