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Urgent notification

Global Support News and IMPORTANT update information - No. GSI21-H001-01

Fujitsu Limited is notifying of an issue with FUJITSU Enterprise Postgres.

Fujitsu Limited
Dec 15, 2021

Incident Information

[Incident management number] PH21331

- Description:
FUJITSU Enterprise Postgres is not affected by CVE-2021-44228 ,a vulnerability in Apache Log4j as
it is not using 2.x series.

- Affected Products List:
FUJITSU Enterprise Postgres Advanced Edition 12 for Linux
FUJITSU Enterprise Postgres Advanced Edition 12 for Windows
FUJITSU Enterprise Postgres Advanced Edition 12 SP1 for Linux
FUJITSU Enterprise Postgres Advanced Edition 12 SP1 for Windows
FUJITSU Enterprise Postgres Advanced Edition 12 for Linux on Z
FUJITSU Enterprise Postgres Advanced Edition 12 SP1 for Linux on Z
FUJITSU Enterprise Postgres Advanced Edition 13 for Linux
FUJITSU Enterprise Postgres Advanced Edition 13 for Windows
FUJITSU Enterprise Postgres Advanced Edition 13 SP1 for Linux
FUJITSU Enterprise Postgres Advanced Edition 13 SP1 for Windows
FUJITSU Enterprise Postgres Advanced Edition 13 for Linux on Z
FUJITSU Enterprise Postgres Advanced Edition 12 Operator for Kubernetes
FUJITSU Enterprise Postgres Advanced Edition 13 Operator for Kubernetes

- Issue Summary:

Report classification  [x] Incident [] Degradation (EVL-UP)  [] Cautions
[] Application recommended

Impact on operation  FUJITSU Enterprise Postgres is not affected by C(VE-2021-44228, a
vulnerability in Apache Log4j, as it is not using 2.x series. However, an
issue is found in the product manual where the version of apache log4j in
the 0SS list (OSS_List.pdf) is incorrect and can be resulted if searched for.
This has no impact on product and can be ignored.




Recovery tasks [] Required [x] Not required

Occurrence [x] Always [] Rarely [] Random
frequency [] Other ( )
Workaround [] Yes [x] No

Detailed Information

1. Issue and conditions to reproduce issue

[Issue]
The version of apache log4j in the 0SS list (OSS_List.pdf) was incorrect.

[Environment]

Either of the following operating system is used.
- Linux

- Windows

[Conditions]
1) Install FUJITSU Enterprise Postgres.

2. (ause
The version of apache log4j in the 0SS list (OSS_List.pdf) was incorrect.
The correct version of apache log4j is 1.2.17.

3. How to avoid the issue
Not Applicable.

[Workaround]
Not Applicable.

4. Recovery measures after the issue occurs
None.

5. Other
None.
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